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Guidelines for Safe Use

USERS MUST KEEP THE FOLLOWINGS WHEN USING THE MACHINE:

A WARNING : Negligence of the instructions may cause death or serious injury:

®* Plug the power cord into the wall socket directly. Do not use a extension cord.
® |f the power cable or plug is worn out or damaged, pull the power plug out.

®* Do not remove the cover or bolt except specified on this USER MANUAL to prevent
from being exposed to electric shock or laser radiation (if a laser application is used).

Under the following conditions, turn the power switch to ON position and then pull the
power plug out:

— Something is spilled on the Machine;

— Service or repair request for the Machine is under consideration; or

— The cover for the Machine is damaged.

®* For the Machine with toner, do not burn the spilled toner or waste toner.
If toner particles are exposed to flames, it may ignite.

For discarding the Machine, use our designated shops or proper pickup places.

If not used in long time or when the business is closed at quitting time, turn the power
switch to OFF position. Otherwise, it may be a cause of flash fire.

A CAUTION : Negligence of the instructions may cause slight injury or loss of
property,

Protect the Machine against moist or wet place with rain or snow.

®* Before moving the Machine, pull the power cord out of the wall socket.
Pay attention to the power cord not to be damaged while moving the Machine.

®* When pull the power cord out of the wall, do not pull the cable but give a pull to the plug.
®* Do not drop clip, staple, or small—sized metal object into the Machine inside.

®* When controlling the Machine Inside for the purpose of removing paper jam or cleaning
the Machine inside cleaning, pay attention to negligent accident.

® For the Machine with toner, keep the toner and toner bottle out of the reach of children.

®* Do not discard the Machine or the consumables in the household waste disposal site.
In discarding the Machine, make use of our designated shops or proper pickup places.

®* The Machine inside may be very hot. Never touch the component with “CAUTION: High
Temperature” or around. If not, it may cause a burn.
Our Product conforms to the standard of high quality and performance.

®* We recommend you to use honest components available for buying from our designated
shops.



Thank you very much for your buying the SINDOH’ s Product.

This USER MANUAL specifies the right way to use the Machine and simple repairing in
detail to maintain it in optimal state at all times and to contribute to your company’s office
rationalization and efficiency.

Please read the USER MANUAL carefully and keep it close at head, before using this
product. Before using the Machine, read the Guidelines for Safety Use to use the Machine
sefely and correctly.

. The content of this USER MANUAL is subject to change without prior notice.
We disclaim all responsibility for any direct/indirect loss due to your handling this
machine or the operation results or for any damage caused by misuse.

Copying or printing paper money in circulation, banknote, revenue stamp, bond, stock,
bank bill, check, passport, or driver’ s license is forbidden by the laws.

. The works such as copyright book, music, picture, map, drawing, or photograph can be
used by copying it for personal or family use or within the corresponding scope, but
other uses are forbidden by the laws.

. The above contents in this paragraph are part of legislation and they are not the
reprinting from the legislation. We disclaim all the responsibility for the accuracy or
integrity. For the legality of a copy or print, we suggest you get legal advice.
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Using Web Connection

1. Web Connection

® Web Connection

Web Connection is a built-in utility software product for management use.

By using a Web browser on your computer, you can easily confirm the status of this machine and
configure various machine settings.

Although character input such as address entry and network setting is a difficult process using the
control panel, it can be carried out easily if you use the computer.

® Operating environment

ltem Specifications

Network Ethernet (TCP/IP)

Web Browser Microsoft Internet Explorer 6/7/8/9/10 (Desktop version) Mozilla Firefox
18 or later

e JavaScript and Cookies must be enabled by your Web browser
¢ In Internet Explorer 8 or later, be sure to enable the add-ons of SXML3.0
(Free Threaded XML DOM Document and XSL Template).
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2. Operations required to use this function

® Configuring network environment settings

Assigning an IP address

If this machine has a fixed |IP address, manually enter the IP address, subnet mask, and default
gateway address.

To configure the following settings, select Utility — [Admin Settings] — [ETHERNET] — [TCP/IP] —
[IPv4 Settings] on the Control Panel.

Settings Description

[IP ADDESS] When manually specifying the IP address, enter the fixed IP address
assigned to the machine.

[SUBNET MASK] | When manually specifying the IP address, enter the subnet mask.

[DEFAULT When manually specifying the IP address, enter the default gateway.
GATEWAY]

[IP Appl Method] | When automatically specifying the IP address, select the method for
automatic retrieval.

[DHCP]: [ON] is specified by default.
[BOOTP]: [OFF] is specified by default.
[ARP/PING]: [OFF] is specified by default.
[AUTO IP Settings]: Fixed to [Enable].

— If the IP address of this machine is changed and the network settings are completed, this
machine restarts.

Confirming the IP address

Print out the Configuration Page, then check that an IP address is assigned to this machine.

To print out the Configuration Page, select [REPORT/STATUSI] — [REPORT] — [Configuration Pagel
from the main screen of each mode.
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® Checking Web browser settings

If your PC is connected to the Internet via a proxy server in your network environment, register this
machine as an exception under the proxy settings of the Web browser.

e |f you are using Internet Explorer, select [Internet options] from the [Tools] menu. In the
[Connections] tab, click [LAN settings], and click [Advanced] under [Proxy server]. In the
[Exceptions] text box, enter the IP address or the host name of this machine and click [OK].

e |f you are using Firefox (Windows), select [Options] from the [Tools] menu. Click [Settings] in
the [Network] tab under the [Advanced] menu, and select [Manual proxy configuration]. In the
[No Proxy for] text box, enter the IP address or the host name of this machine and click [OK].

e |f you are using Firefox (Mac OS), select [Preferences] from the [Firefox] menu. Click [Settings]
in the [Network] tab under the [Advanced] menu, and select [Manual proxy configurationl. In the
[No Proxy for] text box, enter the IP address or the host name of this machine and click [OK].

— For details, refer to the Help of your Web browser.
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3. Basic usage

® How to access

This section describes how to access Web Connection.

BB Start the Web browser.

B3 Enter the IP address of the machine in the URL field, then press [Enter].

= Example: When the IP address of this machine is 192.168.1.20, enter "http://192.168.1.20/".
To use SSL communication, enter "https://192.168.1.20/".

= For details on how to confirm the IP address of this machine, refer to page 1-3.
The Web Connection screen appears.

If the WINS server is installed to resolve the name, you can gain access by specifying the
host name of this machine. The host name of this machine is registered in the hosts file
on the computer (C:\Windows\System32\drivers\etc\hosts), and is usually assigned by the
administrator. For details, contact the machine administrator.

If you use Internet Explorer 6 in the IPv6 environment, correct the hosts file (C:\Windows\
Sys— tem32\drivers\etc\hosts), then enter the host name in the URL field.

Example: When the IPv6 address of this machine is fe80::220:6bff:fe10:2f16, add
“fe80::220:6bff:fe10:2f16 IPVv6_MFP_1" to the hosts file, and enter “http://IPv6_MFP_1" in
the URL field.

If you use Internet Explorer 7/8/9 or a Web browser other than Internet Explorer in the IPv6
environment, enclose the IPv6 address in [].

Example: When the IPv6 address of this machine is fe80::220:6bff:fe10:2f16, enter “http://
[feB80::220:6bff:fe10:2f16] /7.
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® Web Connection screen configuration

The Web Connection screen primarily consists of the following three parts.
e Top of the screen : Displays the name of the login user and the status of the machine.
e | eft of the screen : Displays the function menu of Web Connection.
e Right of the screen : Displays the contents of the selected menu.

This example shows the items in [Information] — [Device Information] — [Configuration Summary]
to explain sections in each screen.

user | \‘ Logout | ‘ Change Password | ?_‘
12— \
Ready to Scan
11 — Ready to Print g__ 7
W Box
10 D
¥ Device Information
» Configuration Summary Device Name
Device Location
 Qption Engine Serial Number
» Cons bles Device Type PrintCopy/ScaniFax
* Meter Count (Lone:y [status
100%
¥ Online Assistance
9 100%
»
Change User Password 00%
¥ Function Permission 100%
Information
* Network Setting Information I 8
» Print Setting i Paper Tray
P — Select |Tray Paper Size Paper Type Paper Status
® Bypass Ad LEF Plain Paper Empty
c Tray 1 Ad LEF Plain Paper Ready
o] Tray 2 A4 LEF Plain Paper Ready
Administrator Information
Administrator Name
Extension No
Admin_ E-mail Address

1 Login user name Displays the login mode and user name.
Click the user name when you log on as a registered user to
confirm the user information.

2 Status display Displays the status of this machine.
Displays the status of the printer and scanner sections of this
machine with icons and messages.
For details, refer to page 1-7.

3 Message display You can check the operating status of this machine with the
message.

4 [To Logout Click this button to log out of Web Connection.
Screenl]/[Lo-gout]
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No. ' ltem Description

5 [Change Password] | Changes the password of the registered user.
Click this button to jump to the user password change screen. This
button is enabled only when you log on as a registered user.

6 Help Displays the online help of Web Connection.
Detailed descriptions of the currently set functions can be viewed.

7 Refresh Click this button to update the screen.

8 Information and Click the menu at the left-hand side of the screen, and the contents of
settings that menu will appear.

9 Menu Click the category of the menu to display the menu items of that category.

10 | Menu category Menu items are divided into some categories depending on each content.

The available menu categories vary depending on which optional units are
installed on this machine.

11 Web Connection Click this logo to display the version information of Web Connection.
logo

12 | Sindoh logo Click the logo to jump to the Sindoh site
(http://www.sindoh.com/).

® Status display

The current status of this machine is always shown at the top of the screen.
The following icons represent the types of status.

Icon Status Description

Ready This machine is on-line, and ready for printing, or the
machine is printing.

Alert You need to exercise care, however, printing can be

% continued.
7
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Icon Status Description

Error Exercise care before printing.

Fatal error This machine needs to be restarted.
%?‘I If this error persists after restarting the machine, this machine
needs to be repaired. Contact your service representative.

® Login methods

Login screen
When you access Web Connection, this screen appears first. Enter the required information such as
a user name, and log in to Web Connection.

Login  Public User

® Registered User

User Name |
Password I
© Administrator
Display Speed  Quick Mode @ Standard Mode

To speed up the display speed using the cache in quick mode.

User Assist I~ Display dialog box in case of warning.
Language English (English) ~
Login
ltem Description
[Login] Select a mode to log in. The login mode differs depending on the user

type. The user mode and administrator mode are available as login
modes. For details, refer to page 1-9.
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Iltem

[Display Speed]

[User Assist]

[Language]

Description

Select the display speed of Web Connection.

If [Quick Model] is selected, you can log in to Web Connection in quick
mode. The quick mode allows you to save data such as images in the
cache memory of the Web browser, thus increasing operation speed.

Enables display of warning contents in the dialog box when a warning
occurs while operating this machine after login.

Select a language to be used to display the Web Connection.

— |If you have not configured authentication settings on this machine, the screen in the public

user mode appears instead of the Login screen.

— To log in using the quick mode after updating the firmware of this machine, delete cache data

of the Web browser once.

— To log in using the standard mode after logging in using the quick mode, delete cache data

of the Web browser.

Login mode

Web Connection has multiple login modes, and available operations differ depending on the mode.

Two Web Connection login modes are provided: the “administrator mode”, which is used to configure

settings of this machine, and the “user mode” that enables use of the functions of this machine.

Login mode

Administrator Mode

Description

Enables the machine administrator to log in to configure settings of
this machine. To log in, you need to enter the administrator password
of this machine. Logging in as the administrator enables you to use
the following category menus.

 [Maintenance]

¢ [System Settings]

¢ [Security]

e [User Auth/Account Track]
e [Network]

¢ [Print Setting]

e [Store Address]

¢ [Fax Settings]
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Login mode Description

User mode Enables a user such as a registered user, or public user to log in to
this machine. You can check the status of this machine, check jobs,
use files in this machine, perform direct print, register an address,
and other functions of this machine.

[Registered Enables a user or account track registered to this machine to log in.
User] To log in, enable the authentication setting on this machine and register
the user or account track.
Logging in as a registered user enables you to use the following category
menus.

e [Information]

e [Job]

e [User Box]

e [Direct Print]

o [Store Address]

[Public User] Enables a user who is not registered on this machine to log in as a public
user. When usage by public users is not allowed on this machine, this
mode is not available.

— If you do not operate this machine for a given period of time after you log in to Web Connection,
you will automatically be logged out.

Switching login mode
When changing to other login mode after logging in to Web Connection, log out of Web Connection

once.
BB Log out of the Web Connection.
= the Public User mode, click [To Login Screen].

= |n the mode other than Public User mode, click [Log out]. The Login screen appears.

A Select the mode to log in, and enter the necessary information.
= To log in the administrator mode, refer to page 1-11.
= To log in the user mode, refer to page 1-11.

Click [Login]
The screen for the selected login mode appears.
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— If you do not operate this machine for a given period of time after you log in to Web Connection,

you will automatically be logged out.

Logging in to Administrator mode
Logging in to the administrator mode enables you to configure settings for this machine.

BB On the Login screen, select [Administrator] and click [Login].

A Select [Administrator (Admin Mode)].

= |f the administrator of this machine is to log in to the user mode, select [Administrator (User
Mode)].

= The display of the password entry screen differs depending on the settings of this machine.

Enter the administrator password, then click [OK].
The administrator mode window appears.

— When logging in to the administrator mode, the Control Panel of this machine will be

locked, and operation on this machine through the Control Panel will be disabled.

— Depending on the status of this machine, you may not be able to log in to the administrator

mode.
Logging in to User mode
You can log in as a registered user or public user.

BB To log in as a registered user, select [Registered User] on the Log in screen.

= To log in as a public user, select [Public User], then click [Login] on the Log in screen.

A Enter the user name and password, then click [Login].
The user mode window appears.

— To log in as a public user, select [Public User] on the login screen, then click [Login] on

the Log in screen.
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4. Available operations in User mode

® Top menu

Displaying the Main Menu enables you to display the menus available in Web Connection on a

single screen. By doing this, you can quickly access the screen to use to implement required

operations. To display the top menu, click the icon () on upper right of the screen.

® [Information] tab

To display: User mode — [Information]
Enables you to confirm the information on the system configuration and settings of this machine.

Iltem

[Device Information]

[Online Assistance]

[Change User
Password]

[Synchronize User
Authentication &
Account Trackl]

[Function Permission
Information]

[Network Setting
Information]

[Print Setting
Information]

[Print Information]

Description

Enables you to check components, option, consumables and meter
count of this machine.

Enables you to check the online assistance about this product.

Enables you to change the password of a user who logs in to the
computer.

Enables the user who logs in to the computer to change the synchronize
settings of user authentication and account track.

Enables you to check the function permission information about the
user or account.

Enables you to check the network settings of this machine.

Enables you to confirm the information on the settings for the printer
function of this machine.

Prints font or configuration information.
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® [Job] tab

To display : User Mode — [Job]
Enables you to check the job that is currently being performed and the job log.

Iltem Description

[[Current Jobs] Enables you to check the job currently being performed and the job
to be performed. Also, it enables you to instruct to preferentially
execute a queued print job or delete a send job for which the proof
print function is specified through the printer driver.

If logged in as a registered user, login user jobs can also be

operated.
[Job Historyl] Enables you to check the log of jobs processed on this machine.
[Communication Enables you to confirm the list of results of scan transmission, fax
List] transmission, and fax reception.

® [Box] tab

To display : User Mode — [Box]
Enables you to print or access the file in the user box.
This menu is available when the optional Fax kit D200FKT is installed.

Item Description

[Open System User | Enables you to open the system user box (polling TX box/memory RX
Box] box) to use a saved file or change box settings

® [Direct Print] tab

To display : User Mode — [Direct Print]

Direct Print is a function that directly sends files (PDF (Ver.16), JPEG, TIFF, XPS, PS, PCL, Text,
OOXML (.docx/.xIsx/.pptx) or PPML (.ppml/.vdx/.zip)) on your computer to this machine to print
them without using the printer driver.

A text file supports only 1-byte characters.

— For details of the Direct Print function, refer to [User’s Guide Print Operations].

% Related setting
To print a text file, you need to set [PDL Setting] to [Auto] ([Auto] is specified by default). For
details, refer to [User's Guide Description for Utility Keys].
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® [Store Address] tab

To display: User mode — [Store Address]
Enables you to register frequently used destinations and edit the registered information.

Iltem Description

[Address Book] Enables you to register frequently used destinations on this machine.
Also, it enables you to confirm or edit the registered content of the
destination registered on this machine.

For details, refer to page 2-30.

[Groupl] Enables you to register multiple destinations as a group. Also, it
enables you to confirm or edit the registered content of the group
destination registered on this machine.

For details, refer to page 2-34.

[Program] Enables you to register a combination of frequently-used option
settings as a recall key (program). Also, it enables you to confirm
or edit the registered content of the program registered on this
machine. For details, refer to page 2-34.

[Subject] Enables you to register subjects that are used when E-mails are
being sent. Also, it enables you to confirm or edit the registered
information of the subject that is registered on this machine.
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5. Available operations in Administrator mode

® [Maintenance] tab

[Counter]
To display : Administrator Mode — [Maintenance] — [Meter Count]
Enables you to confirm the machine’ s counter information.

Iltem Description

[Total Counter] Displays the total number of sheets of paper printed on this machine
by function.

[Copy Counter] Displays the total number of sheets of paper copied on this machine
by function.

[Print Counter] Displays the total number of sheets of paper printed on this machine
by function.

[Total (Copy + Print)] | Displays the total number of sheets of paper printed on this machine
by function.

[Fax/Scan Counter] | Displays the total number of sheets of paper scanned/printed on this
machine by function.

[Total by Color] Displays the total number of sheets of paper printed on this machine
by color.

[Paper Size / Type Displays the total number of sheets of paper that has been printed on
Counter]] this machine by paper size/type.

[ROM Version]

To display : Administrator Mode — [Maintenance] — [ROM Version]
Enables you to check the ROM version of this machine.

[Import/Export]

To display : Administrator Mode — [Maintenance] — [Import/Export]

Enables you to import or export the authentication information or address information (address
book, group, or program) registered on this machine.

Iltem Description

[Authentication Authentication information managed by this machine.
Information]
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Iltem Description

[Import] Imports the authentication information file on a computer to this
machine. Click [Browse] to select a file to import, then click [OK].
To import the Authentication Information, enter the password that
was specified for export.

[Export] Exports the authentication information file of this machine to a
computer. Select whether to export all authentication information or
only user registration information. If necessary, the authentication
information file to be exported can be encrypted using password.

[Address] Address registered on this machine

[Import] Imports the authentication information file on a computer to this machine.
Click [Browsel] to select a file to import, then click [OK]. To import
the Address, enter the password that was specified for export. If you
select [Updates conaining only Registration number, leave the original
data of the address and Registration Number.], the address information
included in the file to be imported containing only a registration number
is not be registered on this machine. If you select [Updates containing
only Registration number, delete the original data of the address and
Registration Number.], address information containing only a registration
number is deleted from the machine.

[Export] Exports the authentication information file of this machine to a
computer. Enables you to select information to be exported from
all address information, address book, group, program, and E-mail
subject. If necessary, the address information file to be exported can
be encrypted using password.

[Status Notification Setting] - [IP Address]

To display: Administrator Mode — [Maintenance] — [Status Notification Setting] — [IP Address] — [Edit]
If a warning, such as paper addition, toner replacement, or paper jam, occurs on this machine, it can be
sent to a registered address.

ltem Description

[Notification Address] | Specify the destination IP address to send a notification of the
machine status using the SNMP TRAP function.
Enter the IP address (IPv4), IP address (IPv6), or host name (using
up to 253 characters). For details on how to specify the SNMP TRAP
function, refer to page 1-56.

[Port Number] If necessary, change the port number. [162] is specified by default.
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Iltem

[Community Namel

[Alert]

[Replenish Paper
Tray]

[JAM]

[PM Call]

[Replenish Toner]
[Service Calll
[Job Finished]

[Waste Toner
Box Full]

[Drum Unit/
Developing Unit
Life]

[Fusing Unit
Yield]

[Transfer Roller
Yield]

[Transfer Belt
Unit Yield]

[Ozone Filter
Yield]

Description

Enter the community name (using up to 15 characters).
[public] is specified by default.

Select an item to be notified automatically.

Select this check box to send a notification when paper on tray runs
out.

Select this check box to send a notification when paper jam occurs.

Select this check box to send a notification when periodic inspection
is required.

Select this check box to send a notification when toner runs out.
Select this check box to send a notification when a service call occurs.
Select this check box to send a notification when a job is completed.

Select this check box to send a notification when the waste toner box
must be replaced.

Select this check box to send a notification when the drum unit and
developing unit must be replaced.

Select this check box to send a notification when the finishing unit
must be replaced.

Select this check box to send a notification when the transfer roller
unit must be replaced.

Select this check box to send a notification when the transfer belt unit
must be replaced.

Select this check box to send a notification when replacing the ozone
filter.

[Status Notification Setting] - [E-mail Address]

To display : Administrator Mode — [Maintenance] — [Status Notification Setting] — [E-mail Address] — [Edit]
If a warning such as paper addition, toner replacement, or paper jam occurs on this machine, it can be

sent to a registered E-mail address.

Iltem

[Notification
Address]

Description

Enter the E-mail address of the destination with 320 characters,
excluding spaces.
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Iltem
[Alert]

[Replenish Paper
Tray]

[JAM]
[PM Call]

[Replenish Toner]

[Service Call]

[Job Finished]

[Waste Toner
Box Full]

[Drum Unit/
Developing Unit
Life]

[Fusing Unit
Yield]

[Transfer Roller
Yield]

[Transfer Belt
Unit Yield]

[Ozone Filter
Yield]

Description
Select an item to be notified automatically.

Select this check box to send a notification when paper on tray runs
out.

Select this check box to send a notification when paper jam occurs.

Select this check box to send a notification when periodic inspection
is required.

Select this check box to send a notification when toner runs out.

Select this check box to send a notification when a service call
occurs.

Select this check box to send a notification when a job is completed.

Select this check box to send a notification when the waste toner box
must be replaced.

Select this check box to send a notification when the drum unit and
developing unit must be replaced.

Select this check box to send a notification when the finishing unit
must be replaced.

Select this check box to send a notification when the transfer roller
unit must be replaced.

Select this check box to send a notification when the transfer belt
unit must be replaced.

Select this check box to send a notification when replacing the ozone
filter.

[Total Counter Notification Setting]

To display: Administrator Mode — [Maintenance] — [Total Counter Notification Setting]

The counter information managed by this machine can be sent to the registered E-mail address.
The information is useful for gaining an overall picture of the machine operating status.

Iltem

[Model Name]

Description

Enter a model name to be included in the notification mail message
(using up to 20 characters).
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Iltem Description

[Schedule Setting] Specify the notification schedule by day, week, or month.
Up to two schedules can be registered. You can use different schedules
for different purposes.

[Register Notification | Enter the E-mail address of the destination with 320 characters, excluding
Address] spaces. Select the notification schedule for each destination.

[Test Notice] After setting complete, a test notification is sent.

— If [Send notice after setting complete] is set to [ON], a test notice will be sent to the registered
address when you click [OK].

[Date/Time Setting] - [Manual Setting]

To display : Administrator Mode — [Maintenance] — [Date/Time Setting] — [Manual Setting]
Manually specify the current date and time of this machine.

Iltem Description

[Datel] Specify the date of this machine.
e [Yearl: Enter the year.
e [Month]: Enter the month.
e [Dayl: Enter the day.

[Timel Specify the time of this machine.
e [Hourl: Enter the hour.
e [Minute]: Enter the minute.
e [Time Zonel: Select a time zone (time difference from world standard
time) to suit your environment.

[Date/Time Setting] - [Time Adjustment Setting]

To display : Administrator Mode — [Maintenance] — [Date/Time Setting] — [Time Adjustment Setting]
Using the NTP (Network Time Protocol) server, you can automatically adjust the date and time of this
machine.

Register the NTP server used. To periodically adjust the date and time by connecting to the NTP server,
specify an interval for adjusting the date and time.

Iltem Description
[Time Adjustment To automatically adjust the date and time of this machine using the
Settingl] NTP server, select [ON]. [OFF] is specified by default.
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Iltem Description

[Auto IPv6 Retrievall | To automatically set the NTP server address, select [ON].
In the IPv6 environment, the NTP server address can be specified
automatically by DHCPv6. [ON] is specified by default.

[NTP Server Address] | Enter the NTP server address. Use one of the following formats.
e Example of host name entry: “host.example.com”
e Example of IP address (IPv4) entry: “192.168.1.1”
e Example of IP address (IPv6) entry: “fe80::220:6bff:fe10:2f16”

[Port No.] If necessary, change the NTP server port number. Normally, you can
use the original port number. [123] is specified by default.

[Auto Time To periodically adjust the date and time by connecting to the NTP
Adjustment] server, select [ON]. Also, specify an interval for adjusting the date
and time at [Polling In tervall. [OFF] is specified by default.

[Polling Intervall If you select [ON] for [Auto Time Adjustment], specify an interval to
automatically adjust the date and time of this machine (unit: hours).

[Daylight Saving Time]

To display: Administrator Mode — [Maintenance] — [Daylight Saving Time]

Enable daylight saving time on this machine. You can also set the daylight saving time to be
automatically enabled on this machine at the specified date.

ltem Description

[Daylight Saving Select [ON] to use daylight saving time. Also enter the time to be adjusted
Time] for daylight saving time (in minutes). [OFF] is specified by default.
[Specify Method] Select the method to specify the date and time to start the daylight

saving time and the date and time to end it.

o [Weekly]: Specify the start date and end date by week and day of
the week.

o [Day]: Specify the start date and the end date by date.

[Start Date/ Respectively select the date and time to start the daylight saving time
Timel/[End Date/ and the date and time to end it.
Time]

[Timer Setting] - [Power Settings]

To display: Administrator Mode — [Maintenance] — [Timer Setting] — [Power Settings]

The usage of Power on the Control Panel and settings relevant to the power save function of this
machine can be changed.
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Iltem

[Low Power Mode
Setting]

[Sleep Mode
Setting]

[Power
Consumption in
Sleep Model]

[Power Save Settings]

[Enter Power Save
Mode]

Description

Change the time required to automatically change to the Low Power mode
after you did not operate this machine. In the Low Power mode, the display
of the Message Window is turned off to reduce power consumption.

The default is [15] min. (allowable range : [2] to [240] min.).

Change the time required to automatically change to the Sleep mode after
you did not operate this machine.

Sleep mode provides a greater power saving effect than Low Power
mode. However, the time required to return to Normal mode is longer
than the time required to recover from Low Power mode.

The default is [20] min. (allowable range : [2] to [240] min.).

Select whether or not to reduce the power consumption in Sleep

mode.

e [Enabled] : Further reduces the power consumption in Sleep mode.
Select [Enabled] in normal conditions.

e [Disabled] : Select this option when a smooth network
communication is not established while [Enabled] is enabled.

[Enabled] is specified by default.

When using this machine in the factory default status, choose this
setting to select the type of the power save mode when pressing the
Power key on the Control Panel.

o [Low Power]: Switches to Low Power mode. Turns off the display
of the Message Window to reduce power use.

e [Sleep]: Switches to Sleep mode. Sleep mode provides a greater
power saving effect than Low Power mode. However, the time
required to return to Normal mode is longer than the time required
to recover from Low Power mode.

[Low Power] is specified by default.

When this machine receives a print job from a fax machine or computer

in Power Save mode, select the timing to switch to Power Save mode

after the print job has ended.

¢ [Normall: Switches to the Power Save mode based on the time
specified in [Low Power Mode Setting] or [Sleep Mode Settings].

¢ [Immediately]: Switches to Power Save mode immediately after a print
job has ended.

[Immediately] is specified by default..

— For details of the Power key or Power Save function, refer to [User’ s Guide Introduction].
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[Reset] - [Network Setting Clear]
To display: Administrator Mode — [Maintenance] — [Reset] — [Network Setting Clear]
Click [Clear], the network setting can be reset to the factory default.

[Reset] - [Reset]
To display: Administrator Mode — [Maintenance] — [Reset] — [Reset]
Click [Resetl], the controller of this machine will be reset and the network interface will be restarted.

[Reset] - [Format All Destination]
To display: Administrator Mode — [Maintenance] — [Reset] — [Format All Destination]
Click [Formatl, all the destinations registered on this machine will be deleted.

[Edit Font]
To display: Administrator Mode — [Maintenance] — [Edit Font] — [New Registration]
Add font to this machine. Besides, delete the registered font.

Iltem Description
[Typel Select the type of fonts you want to register.
[ID] Enter the ID of the font. This item cannot be configured if a PS

font is selected. If you enter an ID that has already been used, the
existing ID will be overwritten by it.

[Location] Select a location to save the font.

[Call Remote Center]

To display: Administrator Mode — [Maintenance] — [Call Remote Center]

When using a service that diagnoses the machine status remotely, send the machine’ s operating status
to the remote diagnosis system.

— This setting is available if you use the remote diagnosis system.

[Remote Access Setting]

To display: Administrator Mode — [Maintenance] — [Remote Access Setting]

When using a service that diagnoses the machine status remotely, the destinations (address book,
group or program) registered on this machine and the authentication information (user authentication
and account track) can be imported or exported from/to the remote diagnosis system
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® [System Settings] tab

[Machine Setting]

To display : Administrator Mode — [System Settings] — [Machine Setting]
Register device information of this machine, such as the name, installed place, and information of

the administrator.

Iltem
[Device Location]

[Administrator
Registration]

[[Administrator
Name]

[E-mail Address]

[Extension No.]
[Input Machine

Address]

[Device Name]

[E-mail Address]

Description
Enter the location where to install this machine (using up to 255 characters).

Register the information on the administrator of this machine.

Enter the administrator name of this machine (using up to 20 characters).

Enter the E-mail address for the administrator of this machine (using up
to 128 characters, excluding spaces). This E-mail address is used as the
sender’ s E-mail address. Therefore, to use the E-mail TX function, you
must configure settings.

Enter the extension number of the administrator of this machine (using up
to eight characters).

Register the name and E-mail address of this machine.

Enter the name of this machine (using up to 80 characters). The file
name automatically assigned in scanning and sending incorporates
the name specified here.

Enter the E-mail address of this machine with 320 characters,
excluding spaces.

[Register Support Information]
To display : Administrator Mode — [System Settings] — [Register Support Information]
Enter the support information of the machine such as contact name information for the machine

and online help URL.

ltem
[Contact Name]

[Contact Information]

[Product Help URL]

Description
Enter the contact name of this machine (using up to 63 characters).

Enter the contact information of this machine such as the phone
number or URL (using up to 127 characters).

Enter the Product Help URL of this machine (using up to 127 characters).
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Iltem Description

[Corporate URLI Enter the URL of the Web page for the manufacturer of this machine
(using up to 127 characters).

[Supplies and Enter consumables supplier information (using up to 127 characters).
Accessories]

[Online Help URLI If necessary, change the Web Connection online help URL (using up

to 127 characters). The online help appears when you click ﬂ on the
upper right of the Web Connection screen.

[Driver URLI] If necessary, enter the URL of the place where the driver of this
machine is stored (using up to 127 characters).
Enter an appropriate URL to suit your environment.

[Engine Serial Enables you to confirm the serial number of this machine.
Number]

[List/Counter]

To display: Administrator Mode — [System Settings] — [List/Counter] Specify the paper size/type to be counted.
You can check what you set here by selecting Administrator Mode — [Maintenance] — [Meter Count]

ltem Description

[Select]] Click [Reset Counter], the selected count will be reset.

[Paper Size] Display the paper size.

[Paper Typel To add the paper type to your required paper size, select the paper

type. [Not Specified] is specified by default.

[Count] Display the printed number of copies.
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® [Security] tab

[PKI Settings] - [Device Certificate Setting]

To display : Administrator Mode — [Security] — [PKI Settings] — [Device Certificate Setting]

You can self-create a new certificate of this machine or install a certificate issued by the Certificate
Authority (CA).

For details, refer to page 2-46.

[PKI Settings] - [SSL Setting]
To display : Administrator mode — [Security] — [PKI Settings] — [SSL Setting]
Select a login mode to enable the SSL communication. Also select the SSL encryption strength.

ltem Description

[Mode using SSL/ Select a mode to perform SSL communication.

TLSI ¢ [Admin. Mode] : Uses SSL communication in the administrator mode
only.

¢ [Admin. Mode and User Mode] : Uses SSL communication in both
the administrator mode and user mode.

* [None] : Does not use SSL communication.

[None] is specified by default.

[Encryption Strength] | Select the SSL encryption strength. Select it according to your
environment. [AES-256, 3DES-168, RC4-128] is specified by default.

[SSL/TLS Version Select the version of the SSL to be used. Select the file according to
Setting] your environment.

[PKI Settings] - [Protocol Settings]

To display : Administrator mode — [Security] — [PKI Settings] — [Protocol Settings]

This machine can manage multiple certificates and use different certificates depending on the
application (protocol). Select a certificate that is used for the protocol.

Protocoli Protocol2 Description

[SSL] [http Server] If this machine is used as an http server, it encrypts transmission
from a client to the machine. For example, it is used for the
following application.

e Accessing Web Connection via HTTPS
e Printing via IPPS

[SSL] [E-Mail If this machine is used as an SMTP client, it submits a
Transmission | certificate of the machine according to a request from the
(SMTP)] E-mail server (SMTP)..
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Protocol1 Protocol2

[SSL] [E-mail RX
(POP)]

[SSL] [TCP Socket]

[SSL] [LDAP]

[SSL] [WebDAV
Client]

[SSL] [Open API]

[SSLI] [Web Servicel

[IEEE8B02.1X]

[SSL] [IPsec]

Description

If this machine is used as an POP client, it submits a
certificate of the machine according to a request from the
E-mail server (POP).

If this machine is used as a TCP Socket client, it submits
a certificate of the machine according to a request by the
TCP Socket server.

If this machine is used as an LDAP client, it submits a certificate
of the machine according to a request by the LDAP server.

If this machine is used as a WebDAV client, it submits a
certificate of the machine according to a request by the
WebDAV server.

If this machine is used as an OpenAPI server, it encrypts
transmission from an OpenAPI client to the machine.

If this machine is used as a Web service server, it encrypts
transmission from a client to the machine.
It is used when a computer running Vista or later Windows
revision accesses the machine via HTTPS.

If this machine is used as an IEEE802.1X authentication

client, it is used for the following applications:

e Encrypting communication if this machine is authenticated
by the IEEEB02.1X server via EAP-TLS.

e Submitting a certificate of this machine upon request by
the server via EAP-TTLS or EAP-PEAP.

Used to activate IPsec communication on this machine.

¢

— |If the certificate to be used was registered, a “*” mark appears for the protocol.

— Clicking [Edit] changes the registered certificate or check details of the certificate.

— Clicking [Delete] deletes the registration information.
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[PKI Settings] - [External Certificate Setting]]
To display : Administrator Mode — [Security] — [PKI Settings] — [External Certificate Setting]

Displays the list of external certificates registered on this machine.

Click [New Registration] to register a new external certificate to this machine.

Iltem

Certificate Type

[New Registration]

Description

Select a type of new external certificate to be registered.

e [Trusted CA Root Certificate]: Register the certificate of the CA
that issued the certificate.

o [Trusted CA Intermediate Certificate]: Register the trusted certificate
of the intermediate CA.

e [Trusted EE (End Entity) Certificate]: Register the trusted certificate
individually.

e [Non-Trusted Certificate]: Register the untrusted certificate individually.

Click [Browsel, and specify the location of the external certificate to
be registered.

[Certificate Verification Settings]
To display : Administrator Mode — [Security] — [Certificate Verification Settings]
You can configure the settings for verifying reliability of the certificate (expiration date, CN, key us—

age, etc.) for the peers.
Iltem
[Certificate
Verification Settings]

[Timeout]

[OCSP Service]

[Proxy Settingsl]

Description

Select whether or not to verify the reliability of the certificate for a
peer. [ON] is specified by default.

Change the timeout time of certificate expiration confirmation if
necessary. [30] sec. is specified by default.

Using the Online Certificate Status Protocol (OCSP) enables you to
check on-line whether or not the certificate is expired.

Select this check box to use the OCSP service. Enter the URL of the
OCSP service (using up to 511 characters). If [URL] is left blank, the
URL of the OCSP service embedded in the certificate will be used.

To confirm the expiration date via a proxy server, register the proxy
server currently used.
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ltem Description
[Proxy Server Enter the address of the proxy server you are using.
Address] Use one of the following formats.

e Example of host name entry: “host.example.com”
e Example of IP address (IPv4) entry: “192.168.1.1”
e Example of IP address (IPv6) entry: “fe80::220:6bff:fe10:2f16”

[Proxy Server If necessary, change the proxy server port number.
Port Number] [8080] is specified by default.

[User Name] Enter the user name to log in to the proxy server (using up to 63 characters).

[Password] Enter the password of the user name you entered into [User Name]
(using up to 63 characters).
To enter (change) the password, select the [Password is changed.]
check box, then enter a new password.

[Address not If necessary, enter the address that does not use the proxy server.
using Proxy Use one of the following formats.
Server] e Example of host name entry: “host.example.com”

e Example of IP address (IPv4) entry: “192.168.1.1"
e Example of IP address (IPv6) entry: “fe80::220:6bff:fe10:2f16”

[Restrict User Access]

To display: Administrator Mode — [Security] — [Restrict User Accessl]
Specify the functions for which user operation is restricted.

Iltem Description

[Registering and Select whether or not to allow the user to register or change destinations.
Changing Addresses] | [Allow] is specified by default.

[Changing the To disable changing the sender’ s address (“From” address) by user
“From” Address] for E-mail transmissions, select [Admin. E-mail Address] or [Login
User Address].
e [Admin. E-mail Address]: Set the administrator’ s E-mail address to
“From” address.
¢ [Login User Address]: When user authentication is installed, set
the user’ s E-mail address to “From” address. If the user’ s E-mail
address is not registered, set the administrator’ s E-mail address to
“From” address. [Allow] is specified by default.
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Iltem

[Synchronize User
Au- thentication &
Account Track By
User]

[Restrict Program
Function Setting]

[Auto Logout]

Description

Select [Restrict] to disable the user’ s synchronization setting
between user authentication and account track.
[Allow] is specified by default.

Select [Restrict] to prevent users from using the copy program or
fax/scan program by users.
[Allow] is specified by default.

To display : Administrator Mode — [Security] — [Auto Logout]
If you do not operate this machine for a given period of time after you log in to Web Connection,

you will automatically be logged out. If necessary, you can change the time period before you are

automatically logged out.

Iltem

[Admin. Mode
Logout Timel

[User Mode Logout
Time]

Description

Select a time period until the user is automatically logged out of the
administrator mode. [10] minutes is specified by default.

Select a time period until the user is automatically logged out of the user
mode. [60] minutes is specified by default..

[Administrator Password Setting]

To display : Administrator Mode — [Security] — [Administrator Password Setting]

(This menu is displayed when [Mode using SSL/TLS] is set to an option other than [None] in
Administrator Mode — [Security] — [PKI Settings] — [SSL Settingl, and the HTTPS is connected.)
You can change the administrator password of this machine from Web Connection.

Iltem

[Current Administrator
Password]

[New Administrator
Password]

[Re-type New
Administrator
Password]

Description

Enter the current administrator password (using up to 64 characters
excluding”).

Enter the new administrator password (using up to 64 characters
excluding “).

Retype the new administrator password for confirmation (using up to
64 characters excluding ).
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— If you change the administrator password in this screen, the administrator password on the
Control Panel of this machine is also changed.
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® [User Auth/Account Track] tab

[General Settings]

To display : Administrator Mode — [User Auth/Account Track] — [General Settings]
Configure the User Authentication/Account Track settings.

Iltem

[User Authentication]

[Public User Accessl]

[Account Track]

[Account Track
Input Method]

[Synchronize User
Authentication and
Account Track]

Description

Specify whether or not to use user authentication.
[OFF] is specified by default.

Select whether or not to permit that public users (unregistered users)

to use this machine.

¢ [ON (With Login)]: Allows that public users to use this machine. To
permit a public user to use this machine, select [Public Login] on
the login screen. To log in this machine, press the Select key, or
press the Access key.

o [Allow (Without Login)]: A public user can use this machine without
logging in to this machine. Using this option, you do not need to
log in to this machine even when there are many public users.

¢ [Restrict]: Restricts public users from using this machine.
[Restrict] is specified by default. When public users’ accesses are
allowed, you can restrict functions available for public users.

For details, refer to page 1-34.

Select whether or not to use account track.
[OFF] is specified by default.

Select an account authentication method. This setting is required
when you only use the account track function.
[Account Name & Password] is specified by default.

When using user authentication and account track in conjunction,

specify whether to synchronize user authentication and account track.

¢ [Synchronize]: Select this option when the user and account is in one-
to-one relation. If you specify the department of a user when registering
him/her, you can log in as the account only by logging in as the user.

¢ [Do Not Synchronize]: Select this option when the user joins
multiple accounts. To log in to this machine, enter the user name,
then specify the account.

¢ [Synchronize by User]: Enables the user to select whether to synchronize
the user authentication and account authentication.

[Synchronize] is specified by default.
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Iltem Description

[User Counter] When using user authentication and account track in conjunction,
enter the number of counters to be assigned to the user.
Up to 1000 counters can be assigned to the user and account
collectively. Forexample, if you assign 950 user counters, you can
assign up to 50 account track counters.

[When Number Sets the maximum number of sheets that each account can print. Here,
of Jobs Reach select an operation if the number of sheets exceeds the maximum number
Maximum] of sheets that can be printed.

e [Skip Job] : Stops the job currently running, and starts printing the next job.
¢ [Stop Job] : Stops all jobs.
[Skip Job] is specified by default.

[User Authentication Setting] - [User Registration]

To display: Administrator Mode — [User Auth/Account Track] — [User Authentication Setting] —

[User Registration]

(This menu is displayed when [ON (MFP)] is selected in Administrator Mode —

[User Auth/Account Track] — [General Settings] — [Use Authentication].)

Displays the list of users registered on this machine. You can register, edit, or delete users. To register
or edit users, specify the following information.

Iltem Description

[No.] User registration number. Select [Use opening number] to automatically
assign the smallest available number. When you want to specify a
number, select [Input directly] and then enter a number.

[User Name] Enter the user name to log in to this machine (using up to 64 characters).

[E-mail Address] If necessary, enter the E-mail address of the user (using up to 320
characters, excluding spaces).

[User Password]/[Re— | Enter the password to log in to this machine (using up to 64 characters,
type User Password] excluding ).
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Iltem

[Synchronize User
Authentication and
Account Track]

[Account Name]

[Temporarily stop use]

[Function Permission]

[Copy]

[Scan]

[Fax]

[Print]

[Max. Allowance Set]

[Total Allowance]

[Individual
Allowance]

Description

When using user authentication and account track in conjunction,

specify whether to synchronize user authentication and account track.

e [Synchronize]: Select this option when the user and account is in one-
to-one relation. If you specify the department of a user when registering
him/her, you can log in as the account only by logging in as the user.

¢ [Do Not Synchronize] : Select this option when the user joins
multiple accounts. To log in to this machine, enter the user name,
then specify the account.

¢ [Synchronize by User] : Enables the user to select whether to
synchronize the user authentication and account authentication.

[Synchronize] is specified by default.

This item is displayed when [Synchronize by User] is selected in

Administrator Mode — [User Auth/Account Track] — [General Settings] —

[Synchronize User Authentication & Account Track].

Specify the user’ s account. This item is displayed when [Synchronize] or
[Synchronize by User] is selected in Administrator Mode — [User Auth/
Account Track] — [General Settings] —[Synchronize User Authentication
& Account Track].

Select whether or not to disable a registered user temporarily.
[Continue Job] is specified by default.

Restricts functions available to the user if necessary.

Select whether to allow use of the copy function. [Black Only] allows
black and white copy only. [Full Color/Black] is specified by default.

Select whether to allow use of the scan function. [Black Only] allows
scan in black and white only. [Full Color/Black] is specified by default.

Select whether to allow use of the fax function.[Black Only] allows black
and white transmission only. [Full Color/Black] is specified by default.

Select whether to allow printing of the print function. [Black Only] allows
black and white printing only. [Full Color/Black] is specified by default.

If necessary, specify the upper limit of the number of copies can be
printed by a user.

To manage the upper limit according to a total number of copies in
color, and black and white, select the [Totall check box, then enter the
maximum allowance. [OFF] (not selected) is specified by default.

To manage the upper limit by color printing or black and white printing
separately, select the check boxes of items to be managed, then enter
the maximum allowance. [OFF] (not selected) is specified by default.
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[User Authentication Setting] - [Public User]

To display: Administrator Mode — [User Auth/Account Track] — [User Authentication Setting] —
[Public User] (This menu is displayed when [ON (With Login)] or [ON (Without Login)] is selected in
Administrator Mode — [User Auth/Account Track] — [General Settings] — [Public User Access].)
When public users’ (unregistered users’) accesses are allowed, you can restrict functions available
for public users.

Iltem Description

[Copyl] Select whether to allow use of the copy function. [Black Only] allows
black and white copy only. [Full Color/Black] is specified by default.

[Scan] Select whether to allow use of the scan function. [Black Only] allows
scan in black and white only. [Full Color/Black] is specified by default.

[Fax] Select whether to allow use of the fax function. [Black Only] allows black
and white transmission only. [Full Color/Black] is specified by default.

[Print] Select whether to allow printing of the print function. [Black Only] allows
black and white printing only. [Full Color/Black] is specified by default.

[User Authentication Setting] - [Administrative Setting]

To display: Administrator Mode — [User Auth/Account Track] — [User Authentication Setting] —
[Administrative Setting]

(This menu is displayed when [ON (MFP)] is selected in Administrator Mode — [User Auth/Account
Track] — [General Settings] — [User Authentication].) Specify the operations of the ID & Print function.

Iltem Description
[ID & Print] Select whether to handle jobs normally printed from the printer driver as
ID & Print jobs.

¢ [ON] : Jobs that are normally printed are handled as ID & Print jobs.
¢ [OFF] : Only jobs for which ID & Print is set are handled as ID & Print jobs.
[OFF] is specified by default.

[ID & Print When using the ID & Print function, select whether to request user
Operation Settings] | authentication for printing each job or to allow the user to print all jobs
once the user is authenticated.
e [Print All Jobs] : One successful authentication session allows the
user to print all jobs.
e [Print Each Job] : One successful authentication session allows the
user to print a single job.
[Print All Jobs] is specified by default.
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Iltem

[Default Operation
Selection]

Description

Select the default value for the operation that is performed after the

authentication in the login window.

e [Print & Access Basic Screen]: Prints an ID & Print job without
logging in to this machine if there is an ID & Print job. If there is no
ID & Print job, log in to this machine.

o [Access]: The user is logged in to this machine. The ID & Print job
is not executed.

[Print & Access Basic Screen] is specified by default.

[Account Track Settings]
To display : Administrator Mode — [User Auth/Account Track] — [Account Track Settings]
(This menu is displayed when [ON] is selected in Administrator Mode — [User Auth/Account Track] — [General

Settings] — [Account Track].)

Displays the list of accounts registered on this machine. You can register, edit, or delete accounts. To register

or edit accounts, specify the following information.

Iltem

[No.]

[Account Name]

[User Password]/[Re-
type User Password]

[Temporarily stop
use]

[Function Permission]

[Copy]

[Scan]

[Fax]

[Print]

Description

Account registration number. Select [Use opening number] to
automatically assign the smallest available number. When you want to
specify a number, select [Input directly] and then enter a number.

Enter the account name to log in to this machine (using up to eight
characters, excluding spaces and ).

Enter the password to log in to this machine (using up to 64
characters, excluding “).

Select whether or not to disable a registered account temporarily.
[Continue Job] is specified by default.

Restricts functions available to the account if necessary.

Select whether to allow use of the copy function. [Black Only] allows
black and white copy only. [Full Color/Black] is specified by default.

Select whether to allow use of the scan function. [Black Only] allows
scan in black and white only. [Full Color/Black] is specified by default.

Select whether to allow use of the fax function.[Black Only] allows black
and white transmission only. [Full Color/Black] is specified by default.

Select whether to allow printing of the print function. [Black Only] allows
black and white printing only. [Full Color/Black] is specified by default.

1-35



Using Web Connection

Iltem Description

[Max. Allowance Set] | If necessary, specify the upper limit of the number of copies can be printed
by an account.

[Total Allowance] ' To manage the upper limit according to a total number of copies in
color, and black and white, select the [Total] check box, then enter
the maximum allowance. [OFF] (not selected) is specified by default.

[Individual To manage the upper limit by color printing or black and white printing
Allowance] separately, select the check boxes of items to be managed, then enter
the maximum allowance.[OFF] (not selected) is specified by default.

[Print without Authentication]

To display: Administrator Mode — [User Auth/Account Track] — [Print without Authentication]

Select whether to allow print jobs without authentication information, which are jobs instructed without
configuring the correct user authentication or account track settings using the printer driver.

Iltem Description
[Print without Select whether to allow a print job without authentication information.
Authentication] o [Full Color/Black] : Allows both color and black and white printing.

¢ [Black Only] : Allows black and white printing only. Color printing
jobs are also printed in black and white.

o [Restrict] : Restricts a print job without authentication information.

[Restrict] is specified by default.

[User/Account Common Setting]

To display: Administrator Mode — [User Auth/Account Track] — [User/Account Common Setting]
If this machine provides user authentication or account track, you can specify how to control the
color print, or the operation of this machine at logout.

Iltem Description

[Single Color > If necessary, switch settings for single color or 2-color printing between
2 ColorQutput options to handle it as either color or black-and-white printing.
Management] Configure this setting when the color print is restricted, or the upper limit

for color printing or black and white printing is managed by each user
or accounton this machine. If both single color and 2-color printing are
handled as black and white printing, only the full color printing can be
managed as color printing.

[Color] is specified by default.
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Iltem Description

[Logout Confirmation | Specify whether or not to display the logout confirmation screen on the

Display Setting] Message Window when you log out from the login mode (registered user
or public user) during operating this machine.
[ON] is specified by default.

[Counter Remote Control]

To display : Administrator Mode — [User Auth/Account Track] — [Counter Remote Control]
When using a service that diagnoses the machine status remotely, the counter information managed
by this machine can be obtained from the remote diagnosis system.

— This setting is available if you use the remote diagnosis system, and user authentication
and account track is installed on this machine.
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® [Network] tab

[TCP/IP Settings] - [TCP/IP Settings]
To display: Administrator mode — [Network] — [TCP/IP Settings] — [TCP/IP Settings]
Configure the TCP/IP settings.

Iltem

[TCP/IP]

[Network Speed]

[IPv4]

[IP Address
Setting Method]

[IP Address]

[Subnet Mask]

[Default Gateway]

[IPv6]

[Auto IPv6
Settings]

[DHCPV6 Setting]

[Link-Local
Address]

[Global Address]

[Prefix Length]

Description
Specify whether or not to use TCP/IP. [ON] is specified by default.

Select the network speed according to your environment.
[Auto (10M/100Mbps)] is specified by default.

Assign an IP address (IPv4) to this machine.

To manually set the IP address, select [Manual Setting].

To automatically obtain the IP address, select [Auto Setting], then specify
the auto input method.

¢ [DHCP]: [ON] (selected) is specified by default.

¢ [BootP]: [OFF] not selected) is specified by default.

e [ARP/PING]: [OFF] (not selected) is specified by default.

e [Auto IP]: [ON] (selected) is specified by default.

If you select [Manual Setting] for [IP Address Setting Method], enter
the fixed IP address assigned to the machine.

If you select [Manual Setting] for [IP Address Setting Method], enter
the subnet mask.

If you select [Manual Setting] for [IP Address Setting Method], enter
the default gateway.

Assign an IP address (IPv6) to this machine.

Select whether or not to automatically assign the IPv6 global address.
The IPv6 global address is automatically specified based on the prefix
length notified from the router and the MAC address of this machine.
[ON] is specified by default.

Select whether or not to automatically assign the IPv6 global address
using DHCPv6. [ON] is specified by default.

Displays the link-local address.
The link-local address is automatically specified from the MAC address
of this machine.

Enter the IPv6 global address.
Enter it when manually specifying the address.

Enter the prefix length of the IPv6 global address (using up to 128
characters). Enter it when manually specifying the address.
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Iltem

[Gateway
Address]

[RAW Port Number]

[DNS Hostl

[DNS Host Name]

[Dynamic DNS
Settings]

[LLMNR Setting]

[DNS Domain Name
Setting]

[DNS Domain
Auto Obtain]

[DNS Search
Domain Name
Auto Retrievall

[DNS Default
Domain Name]

[DNS Search

Domain Name1]
to [DNS Search
Domain Name3]

[DNS Server
Setting(IPv4)]

Description

Enter the gateway address.
Enter it when manually specifying the address.

Specify a RAW port number required for Port 9100 printing.
[ON] (selected) is specified by default.

If your DNS server supports the Dynamic DNS function, registering the host
name to this machine enables the DNS server to resolve the host name and
IP address name dynamically. Doing this enables a computer on the network
to connect to this machine using the host name.

Enter the host name of this machine (using up to 63 characters, including
only for symbol marks). Any symbol cannot be prefixed or suffixed to the
host name.

Select [Enable] to use the Dynamic DNS function.

When your DNS server supports the Dynamic DNS function, the specified
host name can be automatically registered on the DNS server or changes
can be automatically updated. [Disable] is specified by default.

Select whether or not to use LLMNR (Link-local Multicast Name
Resolution). [Disable] is specified by default.

Register a domain name added to this machine.

When using the DHCP, the domain name can be automatically
specified. Select [Enable] to automatically configure setting.
[Enable] is specified by default.

When using the DHCP, the search domain name can be
automatically specified. Select [Enable] to automatically configure
setting. [Enable] is specified by default.

When not automatically configuring setting using DHCP, enter the default
domain name of this machine (using up to 253 bytes including the host
name. Only and are allowed for symbol marks).

When not automatically configuring setting using DHCP, enter the
search domain name (using up to 251 characters, including only and
. for symbol marks).

If you resolve the name using the host name when accessing a computer or
server on the network from this machine, register your DNS server address to
this machine.
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Iltem

[DNS Server
Auto Obtain]

[Primary DNS
Server]

[Secondary
DNS Serveri] to
[Secondary DNS
Server?2]

[DNS Server
Setting(IPv6)]

[DNS Server
Auto Obtain]

[Primary DNS
Server]

[Secondary
DNS Server1] to
[Secondary DNS
Server2]

[SLP]

[LPD]

Description

To manually enter the DNS server address, select [Disable]. When

using the DHCP, select [Enable]. Then, the DNS server address is

automatically obtained from the DHCP server. [Enable] is specified
by default.

Enter the address of your primary DNS server.

When using multiple DNS servers, enter the address of your secondary
DNS server.

If you resolve the name using the host name when accessing a
computer or server on the network from this machine, register your
DNS server address to this machine.

To manually enter the DNS server address, select [Disable]. When using
DHCPvV6, select [Enable]. Then, the DNS server address is automatically
obtained from the DHCP server. [Enable] is specified by default.

Directly enter the address of your primary DNS server.
Use this item to manually specify the address.

When using multiple DNS servers, enter the address of your
secondary DNS server.

Select whether or not to use SLP (Service Location Protocol).
[Enable] is specified by default.

Select whether or not to use LPD (Line Printer Daemon). [Enable] is
specified by default.
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[TCP/IP Setting] - [IP Filtering]
To display : Administrator Mode — [Network] — [TCP/IP Setting]l — [IP Filtering]
The computers’ access to this machine can be controlled via IP address.

— |P address filtering is not supported in the IPv6 environment.

ltem Description

[Permit Accessl] Select [Enable] to specify IP addresses allowed to access. Also enter
the range of IP addresses allowed to access. If a single IP address is
allowed to access, you can only enter the address in one side of the
range.

e Example of entry: “192.168.1.1”

[Disable] is specified by default.

[Deny Access] Select [Enable] to specify IP addresses refused to access. Also
enter the range of IP addresses. If a single IP address is refused to
access, you can only enter the address in one side of the range.

e Example of entry: “192.168.1.1” [Disable] is specified by default.
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[TCP/IP Setting] - [IPsec]

To display: Administrator mode — [Network] — [TCP/IP Setting] — [IPsec]

The IPsec technology prevents the falsification or leakage of data on the IP packet basis using en—
cryption technology. Configure the settings if IPsec is installed in your environment.

BB n the Administrator mode, select [Network]l — [TCP/IP Setting]l — [IPsec] — [IPsec Settingl,
then click [OK].

Click [Edit] from [IKEv1] or [IKEv2] in [IPsec Setting], then configure the following settings.

Iltem Description

[Encryption Select the encryption algorithm used for generating a common key
Algorithm] used in communication.

[Authentication Select the authentication algorithm used for generating a common key
Algorithm] used in communication.

[Encryption Key Enter a validation period of a common key used for encrypted communication.
Validity Period] When this period has expired, a new key is created. This can secure the

communication.

[Diffie-Hellman Select the Diffie-Hellman group.
Groupl

[Negotiation Model Select the method to securely generate a common key used for
encrypted communication.

From [SA] in [IPsec Settingl, click [Create] and register the Security Association (SA).

= Up to 10 groups can be registered for the SA.

Item Description

[Namel Enter the SA name (using 1 to 10 characters, excluding “).
[Encapsulation Mode] Select an IPsec operation mode.

[Security Protocol] Select a security protocol.

[Key Exchange Method] Select the key replacement method to securely create a common
key used to encrypt communications.

[Tunnel End Point] Enter the IP address of the peer’ s IPsec gateway.
This is required when [Tunnel] is selected in [Encapsulation Mode].

[IKE Setting] Configure IKE settings used for this SA. This is required when
[IKEv1] or [IKEv2] is selected in [Key Exchange Method].
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Iltem

[Authentication
Method]

[Local Authentication

Method]

[Peer Authentication

Method]

[ESP Encryption
Algorithm]

[ESP Authentication

Algorithm]

[AH Authentication
Algorithm]

[Perfect Forward
Secrecy]

[Diffie-Hellman
Group(IKEv1)] /
[Diffie—Hellman
Group(IKEv2)]

[Manual Key Settingsl]

[Encryption
Algorithm]

[Authentication
Algorithm]

[SA Index]

[Common Key
Encryption]

[Common Key
Authentication]

Description

Select an authentication method.

Select the authentication method of this machine when [IKEv2]
is selected in [Key Exchange Method].

Select the peer authentication method when [IKEv2] is selected
in [Key Exchange Method].

If you select [ESP] for [Security Protocol], configure the ESP
encryption algorithm.

If you select [ESP] for [Security Protocol], configure the ESP
authentication algorithm.

If you select [AH] for [Security Protocol], configure the AH
authentication algorithm.

Select this check box if you wish to increase the IKE strength.
Selecting this check box increases the time spent for
communication.

Select the Diffie-Hellman group.

When using a device that does not support automatic key
exchange using IKE, configure each parameter manually.
This is required when [Manual Key] is selected

in [Key Exchange Method].

Select the algorithm to be used for encryption.

Select the algorithm to be used for authentication.

Specify the SA Security Parameter Index to be added to the
IPsec header.

Specify the common key used for encryption.
You can specify different common keys respectively for send
and receive.

Specify the common key used for authentication.
You can specify different common keys respectively for send
and receive.
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3 From [Peer] in [IPsec Settingl], click [Create] and register peers of this machine.

= You can register up to 10 peers.

ltem Description
[Namel Enter the peer name (using 1 to 10 characters, excluding ).
[Set IP Address] Specify the IP address of the peer.

[Pre-Shared Key Text] | Enter the Pre-Shared Key text to be shared with the peer.
¢ [ASCII]: Enter the PreShared Key text using ASCII characters (up to
128).
e [HEX]: Enter the PreShared Key text using hexadecimal characters
(up to 256).
Specify the same text as that for the peer.

[Key-ID String] Enter the Key-ID to be specified for the Pre-Shared Key (using up to
128 characters).

B From [Protocol Settingl in [IPsec Settingl, click [Create] and specify the protocol used for IPsec
communication.

= Up to 10 protocols can be specified.

ltem Description
[Namel Enter the protocol name (using 1 to 10 characters, excluding ).
[Protocol Select a protocol used for IPsec communication.

Identification Setting]

[Port Number] If [TCP] or [UDP] has been selected in [Protocol Identification Setting],
specify the port number used for IPsec communication.

[ICMP Message Type] | Select the ICMP message type when [ICMP] is selected in [Protocol
Identification Setting].
¢ [Echo Request/Replyl: Specify an ICMP message for echo request
or response.
¢ [No Selection]: You do not specify the ICMP message type.

[ICMPv6 Message Select the ICMP message type when [ICMPv6] is selected in [Protocol
Typel Identification Setting].
¢ [Echo Request/Reply] : Specify an ICMP message for echo
request or response
¢ [No Selection] : You do not specify the ICMP message type.
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I3 n the Administrator mode, select [Network] — [TCP/IP Setting]l — [IPsec] — [Enable IPsec], then

click [OK].

In [Enable IPsec], configure the following settings.

Iltem
[IPsec]
[Dead Peer
Detection]

[Cookies]

[ICMP Pass]

[ICMPv6 Pass]

[Default Action]

[Certificate Verification
Level Settings]

[Validity Period]

[Key Usage]

[Chain]

[Expiration Date
Confirmation]

Description
Select [ON] to use the IPsec.

If no response can be confirmed from the peer in a certain period, the
SA with the peer is deleted. Select a time that elapses before sending
survival confirmation information to the peer how has not responded.

Select whether or not to enable the defense using Cookies against
denial-of-service attacks.

Select whether or not to apply IPsec to the Internet Control Message
Protocol (ICMP). Select [Enable] to allow the ICMP packets to pass
without applying IPsec to the ICMP.

Select whether or not to apply IPsec to the Internet Control Message
Protocol for IPv6 (ICMPv6). Select [Enable] to allow the ICMPv6
packets to pass without applying IPsec to the ICMPV6.

Select an action to be taken if no settings meet the [IPsec Policy] while
IPsec communication is enabled. Select [Deny] to discard IP packets
that do not meet the [IPsec Policy] settings.

To verify the certificate, select items to be verified.
If you select [Confirm] at each item, the certificate is verified for each item.

Confirm whether the certificate is still valid. [Confirm] is specified by default.

Confirm whether the certificate is used according to the intended purpose
approved by the certificate issuer. [Do Not Confirm] is specified by default.

Confirm whether there is a problem in the certificate chain (certificate
path). The chain is validated by referencing the external certificates
managed on this machine. [Do Not Confirm] is specified by default.

Confirm whether the certificate has expired.

Confirm for expiration of the certificate in the following order.
e OCSP (Online Certificate Status Protocol) service

e CRL (Certificate Revocation List)

[Do Not Confirm] is specified by default.
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B} [(From [IPsec Policy] in [Enable IPsecl, click [Createl, then configure the following settings.

= |P packet conditions can be specified to pass or allow the IP packets that meet each of the conditions.

ltem Description
[Namel Enter the IPsec policy name (using 1 to 10 characters, excluding ).
[Peer] Select a peer setting.

Select the setting from those registered in [Peer] in [IPsec Setting].

[Protocol Setting] Select a protocol. Select the setting from those registered in [Protocol
Setting] in [IPsec Setting].

[IPsec Setting] Select a peer setting.
Select the setting from those registered in [SA] in [IPsec Setting].

[Communication Select a direction of IPsec communication.
Typel
[Action] Select an action to be taken for the IP packets that met [Peer],

[Protocol Settingl, and [Communication Typel.

e [Protected] : Protect the IP packets that met the conditions.

¢ [Allow] : Do not protect the IP packets that met the conditions.
¢ [Deny] : Discard the IP packets that met the conditions.

e [Cancel] : Refuse the IP packets that met the conditions.

KB n the Administrator mode, select [Network] — [TCP/IP Settings] — [IPsec] — [Communication Check],
then check that a connection with a peer can be established normally by the specified setting.

= Enter the peer’s IP address into [IP Address], then click [Check Connection].
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[E-mail Setting] - [E-mail RX (POP)]
To display : Administrator mode — [Network] — [E-mail Setting] — [E-mail RX (POP)]
Configure the settings on the E—mail reception function of this machine

Iltem

[E-mail RX Setting]

[POP Server Address]

[Login Name]

[Password]

[APOP
Authentication]

[Connection
Timeout]

[Port Number]

[Use SSL/TLS]

[Port No. (SSL)]

[Certificate Verification

Level Settings]

[Validity Period]
[CN]

Description

Select whether or not to enable this machine to receive E-mails.
[ON] is specified by default.

Enter the address of your E—mail server (POP). Use one of the
following formats.

e Example of host name entry: “host.example.com”

e Example of IP address (IPv4) entry: “192.168.1.1”

e Example of IP address (IPv6) entry: “fe80::220:6bff:fe10:2f16”

Enter the login name when receiving E-mails using the E-mail server
(POP) (using up to 63 characters).

Enter the password of the user name you entered into [Login Name]
(using up to 15 characters). To enter (change) the password, select
the [Password is changed.] check box, then enter a new password.

Select whether or not to enable APOP authentication when logging in
to the E-mail server (POP). [OFF] is specified by default.

Change the timeout period for a communication with the E—mail
server (POP) as required. [30] sec. is specified by default.

If necessary, change the port number of the E—mail server (POP). Normally,
you can use the original port number. [110] is specified by default.

When using SSL to encrypt a communication with the E-mail server (POP),
select this check box. [OFF] (not selected) is specified by default.

If necessary, change the SSL communication port number. Normally,
you can use the original port number. [995] is specified by default.

To verify the certificate, select items to be verified. If you select
[Confirm] at each item, the certificate is verified for each item.

Confirm whether the certificate is still valid. [Confirm] is specified by default.

Confirm whether CN (Common Name) of the certificate matches the
server address. [Do Not Confirm] is specified by default.
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Iltem

[Key Usagel

[Chain]

[Expiration Date
Confirmation]

Description

Confirm whether the certificate is used according to the intended purpose
approved by the certificate issuer. [Do Not Confirm] is specified by default.

Confirm whether there is a problem in the certificate chain (certificate
path). The chain is validated by referencing the external certificates
managed on this machine. [Do Not Confirm] is specified by default.

Confirm whether the certificate has expired.

Confirm for expiration of the certificate in the following order.
e OCSP (Online Certificate Status Protocol) service

e CRL (Certificate Revocation List)

[Do Not Confirm] is specified by default.

[E-mail Setting] - [E-mail TX (SMTP)]
To display : Administrator mode — [Network] — [E-mail Setting] — [E-mail TX (SMTP)]
Configure the settings on the E-mail transmission function of this machine.

Iltem

[E-mail TX Setting]

[Scan to E-mail]

[E-mail Notification]

[Total Counter
Notification]

[SMTP Server
Address]

[Use SSL/TLS]

Description

Select whether or not to enable this machine to send E-mails.
[ON] (selected) is specified by default.

Select whether or not to use the scan transmission function.
[ON] is specified by default.

If a warning such as paper addition, toner replacement, or paper jam
occurs on this machine, it can be sent to a registered E-mail address.
For details, refer to page 1-17. [ON] is specified by default.

Select whether to use the total counter notification function. Using
this function allows you to send counter information managed by this
machine to the registered E-mail address. For details, refer to page
1-18. [ON] is specified by default.

Enter the address of your E-mail server (SMTP).

Use one of the following formats.

e Example of host name entry : “host.example.com”

e Example of IP address (IPv4) entry : “192.168.1.1”

e Example of IP address (IPv6) entry : “fe80::220:6bff:fe10:2f16”

Select the method to encrypt communications with the E-mail server
(SMTP). Select [SMTP over SSL] or [Start TLS] according to your
environment.

[OFF] is specified by default.
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Iltem

[Port Number]

[Port No. (SSL)]

[Certificate Verification
Level Settings]

[Validity Period]
[CNI

[Key Usagel

[Chain]

[Expiration Date
Confirmation]

[Connection
Timeout]

[Max Mail Size]

[Server Capacity]

[Admin. E-mail
Address]

[Device Mail Address]

[Authentication
Setting]

Description

If you select [Start TLS] at [Using SSL/TLSI], change the
communication port number, if necessary.

Normally, you can use the original port number. [25] is specified by
default.

If you select [SMTP over SSL] at [Use SSL/TLSI, change the SSL
communication port number, if necessary. Normally, you can use the
original port number. [465] is specified by default.

To verify the certificate, select items to be verified.
If you select [Confirm] at each item, the certificate is verified for each item.

Confirm whether the certificate is still valid. [Confirm] is specified by default.

Confirm whether CN (Common Name) of the certificate matches the
server address. [Do Not Confirm] is specified by default.

Confirm whether the certificate is used according to the intended purpose
approved by the certificate issuer. [Do Not Confirm] is specified by default.

Confirm whether there is a problem in the certificate chain (certificate
path). The chain is validated by referencing the external certificates
managed on this machine. [Do Not Confirm] is specified by default.

Confirm whether the certificate has expired.
Confirm for expiration of the certificate in the following order.

¢ OCSP (Online Certificate Status Protocol) service
e CRL (Certificate Revocation List)
[Do Not Confirm] is specified by default.

Change the timeout period for a communication with the E-mail
server (SMTP), as required. [60] sec. is specified by default.

Select whether or not to limit the maximum E-mail size. [No Limit] is
specified by default.

If you select [Limit] at [Max Mail Sizel, enter the maximum E-mail
size including attachment. E-mails exceeding the specified size are
discarded. If you select [Binary Division] to divide an E-mail, this
setting is invalid.

Displays the E-mail address of the administrator.

Enter this machine’ s E-mail address (using up to 320 characters).

Configure the setting if your environment requires the POP Before
SMTP Authentication and SMTP Authentication for sending an E-mail.
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Iltem

[POP before
SMTP]

[POP Before
SMTP Time]

[SMTP
Authentication]

[User ID]

[Password]

[Domain Name]

[Authentication
Setting]

Description

Select whether or not to use POP before SMTP. Configure the setting
if your environment requires the POP Before SMTP Authentication for
sending an E-mail. [OFF] is specified by default.

If necessary, change the waiting time until starting E-mail
transmission after the POP authentication is successful. Depending
on your environment, it may take time before the E-mail transmission
is allowed after the POP authentication is successful. In that case, if
a time period that is too short is specified, E-mail transmission may
fail. [5] sec. is specified by default.

Select whether or not to use SMTP authentication.

In [SMTP Authentication Method], select whether to use SMTP
authentication for each authentication method shown below.
o Kerberos

e NTLMv1

e Digest-MD5

¢ CRAM-MD5

e LOGIN

e PLAIN

[OFF] (not selected) is specified by default.
Enter a user ID for SMTP authentication (using up to 64 characters).

Enter the password of the user name you entered into [User ID] (using up
to 64 characters, excluding “). To enter (change) the password, select
the [Password is changed.] check box, then enter a new password.

Enter a domain name (realm) for SMTP authentication (using up to

253 characters). This item is necessary when the SMTP authentication

method is Digest-MD5.

e Enter the domain name if two or more domains (realm) exist.

¢ When only one domain (realm) exists, no entry is required. The
domain name is notified from the E-mail server (SMTP) at the
initial communication, and communication is automatically
performed using that domain name.

Select whether to synchronize the SMTP authentication with the user

authentication of this machine. This item is necessary when the user

authentication is installed on this machine.

¢ [User Authentication]: Uses the user name and password of the
registered user of this machine as [User ID] and [Password] for the
SMTP authentication.

¢ [Set Value]: Uses values entered at [User ID] and [Password]. [Set
Valuel is specified by default.
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Iltem

[Binary Division]

[Divided Mail Size]

Description

Select this check box to divide an E-mail. The E-mail is divided according
to the size specified at [Divided Mail Size]. This item is necessary if you
occasionally send E-mails exceeding the maximum size specified on

the E-mail server side. To read a divided E-mail, the mail soft receiving
E-mails must have a function to restore the divided E-mail. The mail soft
without the restore function may not read the divided E-mail.

[OFF] (not selected) is specified by default.

Enter the size to divide an E-mail. This item is necessary when [Binary
Division] is enabled.

[LDAP Setting] - [LDAP Setting]

To display : Administrator mode — [Network] — [LDAP Setting] — [LDAP Setting]
Configure settings so that you can search for a destination from the LDAP server.

Iltem

[Enabling LDAP]

[Default Search Result
Display Setting]

Description

Select whether or not to use the LDAP server to search for a
destination. [OFF] is specified by default.

Select which is to be displayed firstly as the LDAP search result
between the fax number and mail address.

This item is available when the optional Fax kit D200FKT is installed.
[E-mail] is specified by default.

[LDAP Setting] - [Setting Up LDAP]

To display : Administrator mode — [Network] — [LDAP Setting] — [Setting Up LDAP] — [Edit]
Register the LDAP server used to search for a destination.

Iltem

[LDAP Server Namel]

[Server Address]

[Port Number]

Description

Enter the registration name of the LDAP server (using up to 32 characters).
Use names that the server can easily be searched.

Enter your LDAP server address. Use one of the following formats.
e Example of host name entry: “host.example.com”
e Example of IP address (IPv4) entry: “192.168.1.1”
e Example of IP address (IPv6) entry: “fe80::220:6bff:fe10:2f16”

If necessary, change the LDAP server port number. Normally, you
can use the original port number. [389] is specified by default.
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Iltem

[Enable SSL]
[Port Number

(SSL]

[Certificate Verification
Level Settings]

[Validity Period]

[CN]

[Key Usagel

[Chain]

[Expiration Date
Confirmation]

[Search Basel

[Timeout]

[Max. Search Results]

[Authentication
Method]

[Login Name]

Description

Select whether or not to use SSL for communication with the LDAP server.
[OFF] (not selected) is specified by default.

If necessary, change the SSL communication port number. Normally,
you can use the original port number. [636] is specified by default.

To verify the certificate, select items to be verified.
If you select [Confirm] at each item, the certificate is verified for each item.

Confirm whether the certificate is still valid. [Confirm] is specified by default.

Confirm whether CN (Common Name) of the certificate matches the
server address. [Do Not Confirm] is specified by default.

Confirm whether the certificate is used according to the intended purpose
approved by the certificate issuer. [Do Not Confirm] is specified by default.

Confirm whether there is a problem in the certificate chain (certificate
path). The chain is validated by referencing the external certificates
managed on this machine. [Do Not Confirm] is specified by default.

Confirm whether the certificate has expired.

Confirm for expiration of the certificate in the following order.
e OCSP (Online Certificate Status Protocol) service

e CRL (Certificate Revocation List)

[Do Not Confirm] is specified by default.

Specify the starting point to search for a destination (using up to 255
characters). The range from the entered origin point, including the
following tree structure, is searched.

Example of entry: “cn=users,dc=example,dc=com”

If necessary, change the timeout time to limit a communication with
the LDAP server. [60] sec. is specified by default.

Change the maximum number of destinations to be displayed as
search results, if necessary. [100] is specified by default.

Select the authentication method to log in to the LDAP server.

Select one appropriate for the authentication method used for your

LDAP server.

¢ [anonymous] : [Login Name], [Password], and [Domain Name] can
be omitted.

e [GSS-SPNEGO] : Log in to the server using the Kerberos
authentication method. Select this option to use Active Directory.
[anonymous] is specified by default.

Log in to the LDAP server, and enter the login name to search for a
destination (using up to 64 characters).
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Iltem

[Password]

[Domain Name]

[Select Server
Authentication
Method]

[Use Referral]

[Search Condition
Attributes]

[Search]

[Initial Setting for
Search Details]

[Search Attributes
Authentication]

Description

Enter the password of the user name you entered into [Login Name] (using
up to 64 characters excluding “). To enter (change) the password, select
the [Password is changed.] check box, then enter a new password.

Enter the domain name to log in to the LDAP server (using up to 64
characters). If [GSS-SPNEGO] is selected in [Authentication Method],
enter the domain name of Active Directory.

Select the LDAP server authentication method.

e [Set Valuel: Use the settings of [Login Namel, [Password], and
[Domain Namel.

¢ [User Authentication]: Synchronize with user authentication of this
machine. Use the user name and password for the registered user
of this machine as [Log in Name] and [Password].

¢ [Dynamic Authentication]: The system prompts you to enter the
user name and password at LDAP searching.

[Set Value] is specified by default.

Select whether or not to use the referral function, if necessary. Make
an appropriate choice to fit the LDAP server environment.
[ON] is specified by default.

Select attributes to be specified when performing the LDAP search.
The setting can be switched between [Name] (cn) and [Nicknamel]
(display- Name). [Name] is specified by default.

Select [ON] to display candidate destinations when entering a part of
the name to search for a destination via the LDAP server.
[OFF] is specified by default.

Specify LDAP search conditions.

Select this check box to enable the attribute-based authentication
when [Authentication Method] is set to [Simple] and [Select Server
Authentication Method] to [Dynamic Authentication]. If this check
box is selected, the user does not need to enter all of the DN
(Distinguished Name) when performing authentication via the

LDAP server. At [Search Attribute], enter the search attribute to be
automatically added before the user name. In normal circumstances,
specify “uid” before the user name, however, depending on your
environment, you need to specify other attribute such as “cn”.

[uid] is specified by default.
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[IPP Setting]

To display : Administrator Mode — [Network] — [IPP Setting]
Configure the operating environment for IPP printing.

Iltem

[IPP Setting]

[Accept IPP job]

[Printer Namel]

[Printer Location]

[Printer Information]

[Printer URI]
[Support Operation]
[Print Job]

[Valid Job]

[Cancel Job]

[Open Job
Attributes]

[Open Job]

[Open Printer
Attributes]

[IPP Authentication
Setting]

[Authentication
Method]

[User Namel]

Description

Select whether or not to use IPP printing.
[ON] is specified by default.

Select whether or not to enable reception of the IPP job.
[ON] is specified by default.

If necessary, enter a printer name of this machine (using up to 127
characters).

If necessary, enter the location where to install this machine (using up
to 127 characters).

If necessary, enter printer information of this machine (using up to 127
characters).

Displays the URI of the printers that can print data using the IPP.
If necessary, select the operations to enable in IPP.

Select this item to use the IPP printing. Specify whether to allow a
print job. [ON] (selected) is specified by default.

Select this item to allow confirmation of a valid job.
[ON] (selected) is specified by default.

Select this item to allow the cancel of a job.
[ON] (selected) is specified by default.

Select this item to allow obtaining job attributes.
[ON] (selected) is specified by default.

Select this item to allow obtaining a job list.
[ON] (selected) is specified by default.

Select this item to allow obtaining printer attributes.
[ON] (selected) is specified by default.

Select this item to use IPP authentication.
[ON] (selected) is specified by default.

Select the IPP authentication method.
[requesting user name] is specified by default.

Enter a user name (using up to 20 characters, excluding :).
This entry is required if you have selected [basic] or [digest] for
[Authentication Method].
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Iltem

[Password]

[realm]

Description

Enter the password of the user name you entered into [User Namel
(using up to 20 characters). This entry is required if you have
selected [basic] or [digest] for [Authentication Method].

To enter (change) the password, select the [Password is changed.]
check box, then enter a new password.

If [digest] is selected for [Authentication Method], enter the domain
(realm) (using up to 127 characters).

[FTP Setting] - [FTP TX Setting]

To display : Administrator mode — [Network] — [FTP Setting]l — [FTP TX Setting]
Configure settings to enable use of the FTP transmission function on this machine

Iltem

[FTP TX]

[Proxy Server
Address]

[Proxy Server Port
Number]

[Connection Timeout]

[Port Number]

Description

Select whether or not to use the FTP transmission function of this
machine. Selecting this option sends the scanned original data to
the FTP server. [ON] is specified by default.

Enter the proxy server address. Use one of the following formats.
e Example of host name entry: “host.example.com”

e Example of IP address (IPv4) entry: “192.168.1.1”

e Example of IP address (IPv6) entry: “fe80::220:6bff:fe10:2f16”"

If necessary, change the proxy server port number.
[21] is specified by default.

If necessary, change the timeout time to limit a communication with the
FTP server. [60] sec. is specified by default.

If necessary, change the FTP server port number. Normally, you can
use the original port number. [21] is specified by default.

[FTP Setting] - [FTP Server Setting]
To display : Administrator mode — [Network] — [FTP Setting]l — [FTP Server Setting]
Configure settings to enable use of the FTP server function on this machine.

Iltem

[FTP Server]

Description

Select whether or not to use the FTP server function of this machine.
[ON] is specified by default.
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ltem Description
[Deny Reception Select a command to deny a receiving job from an FTP client when
Command] using the FTP server of this machine. Set this option to return an

error when a PORT/EPRT command or PASV/EPSV command is sent
from an FTP client to this machine. [Allow] is specified by default.

[PORT Command Select whether or not to enable the security of this machine against
Enhanced Security] | FTP bounce attacks. This option is not available if [Deny Reception
Command] is set to [PORT/EPRT]. When a PORT/EPRT command is
sent from an FTP client, the data connection is established only if both
of the following conditions are satisfied:
e A port number less than 1024 is not specified.
e The IP address specified by the command is same as that
specified when a control connection is established.
[Enable] is specified by default.

[SNMP Setting]

To display : Administrator Mode — [Network] — [SNMP Setting]

Using SNMP (Simple Network Management Protocol) enables you to obtain the machine information
and monitor the machine.

Iltem Description

[SNMP Settingl Select whether or not to use SNMP, select the check box of your
SNMP version. [ON] is specified by default.

[UDP Port Setting] If necessary, change the UDP port number. Normally, you can use
the original port number.

[SNMP v1/v2c Settingl | When you use SNMP v1/v2c, configure the settings relevant to SNMP vi/iv2c.

[Read Community = Enter a read—only community name (using between 1 to 15 characters,
Name] excluding spaces, \, ', “, and #).

[Write Community | Select this check box to allow read and write. Also enter a community
Name] name used for reading and writing (using between 1 to 15 characters,
excluding spaces, \, , “, and #).

[SNMP v3 Setting] When you use SNMP v3, configure the settings relevant to SNMP v3.
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Iltem

[Context Name]

[Discovery User
Name]

[Read User
Name]

[Security Levell

[auth-password]

[priv-password]

[Write User
Name]

[Security Level]

[auth-password]

[priv-password]

[Encryption Algorithm]

[Authentication
Method]

[TRAP Settingl

Description

Enter the context name (using up to 63 characters, excluding
spaces, \, ‘, “, and #).

Select this check box if you allow a user for detection. Enter a user name
for detection (using between 1 to 32 characters, excluding spaces, \,
“ and #).

Enter a read-only user name (using up to 32 characters, excluding
spaces, \, ‘, “, and #).

Select a security level for the read-only user.

If [auth-password] or [auth-password/priv-password] is selected
from [Security Level], enter an authentication password for the read—
only user (using between 8 to 32 characters, excluding spaces, \, °,
“,and #). To enter (change) the password, select the [Password is
changed.] check box, then enter a new password.

If [auth-password/priv-password] is selected from [Security Levell,
enter a password used for privacy (encryption) of the read-only user
(using between 8 to 32 characters, excluding spaces, \, ‘, “, and #).
To enter (change) the password, select the [Password is changed.]
check box, then enter a new password.

Enter a user name used of the read and write user (using up to 32
characters, excluding spaces, \, ‘, “, and #).

Select a security level of the read and write user.

If [auth-password] or [auth-password/priv-password] is selected
from [Security Levell, enter an authentication password for the
read and write user (using between 8 to 32 characters, excluding
spaces, \, ‘, “, and #). To enter (change) the password, select the
[Password is changed.] check box, then enter a new password.

If [auth-password/priv-password] is selected from [Security Level],
enter a password used for privacy (encryption) of the read and write
user (using be tween 8 to 32 characters, excluding spaces, \, *, “,
and #). To enter (change) the password, select the [Password is
changed.] check box, then enter a new password.

Select an encryption algorithm.

Select an authentication method.

Set TRAP function to notify of the machine status using the SNMP
TRAP function.
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ltem
[Allow Setting]

[Trap

Setting when
Authentication
Fails]

[Administrator
Information]

[Device Name]

[Device Location]

[Administrator
Name]

Description
Select [Allow] to use the SNMP TRAP function.

Select whether to send TRAP when authentication fails.

If necessary, enter the information of this machine.

Enter the name of this machine (MIB sysName) (using up to 255 characters).

Enter the location where to install this machine (MIB sysLocation)
(using up to 255 characters).

Enter the administrator name (MIB sysContact) (using up to 255
characters).

[SMB Setting] - [WINS/NetBIOS Settings]

To display : Administrator mode — [Network] — [SMB Setting] — [WINS/NetBIOS Settings]
Register the WINS server when it is installed to resolve the name.

ltem

[WINS/NetBIOS]

[Auto Obtain Setting]

[WINS Server
Address 1] to [WINS
Server Address 2]

[Node Type Setting]

Description

Select whether or not to use the WINS server.
[ON] is specified by default.

Select whether or not to automatically obtain the address of the
WINS server. This item is necessary when DHCP is enabled.
[Enable] is specified by default.

Enter the WINS server address.

This item is necessary when you do not automatically obtain the WINS
server address using the DHCP. Use the following entry formats.

e Example of entry: “192.168.1.1”

Select the name resolution method.

¢ [B Node]: Query by broadcast

¢ [P Nodel: Query the WINS server

¢ [M Nodel]: Query by broadcast, and then query the WINS server
¢ [H Node]: Query the WINS server, and then query by broadcast
[H Nodel] is specified by default.
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[SMB Setting] - [Client Setting]
To display: Administrator Mode — [Network] — [SMB Setting] — [Client Setting]
Configure settings to enable use of the SMB client function of this machine.

Iltem

[SMB TX Setting]

[SMB Authentication
Setting]

[Default Domain
Name]

[SMB User
Credential Setting]

[Edit SMB User
Credentials]

Description

Select whether or not to use the SMB client function of this machine.
[ON] is specified by default.

Select an authentication method for SMB transmission according to

your environment.

e [NTLM v1]/INTLM v2]/INTLMv1/v2]: Select this to use the function
in the NT domain environment. If you select [NTLMv1/v2], NTLMv1
authentication is performed when NTLMv2 authentication fails.

o [Kerberos]: Select this to use the function in the Active Directory
domain environment.

e [Kerberos/NTLMv1/v2]: Select this to use the function in an environment
both the Active Directory domain and NT domain exist in. NTLMv2
authentication is performed when Kerberos authentication fails, and
NTLMv1 authentication is performed when NTLMvZ2 authentication fails.

[NTLM v1] is specified by default.

Enter the default domain name to be added to the host name of the
destination at SMB transmission (using up to 64 characters). The default
domain name cannot be prefixed by an asterisk (). If the domain name of
the destination is not specified by the user when sending data using SMB,
the domain name specified here is added. This item is not required when
Active Directory is used as an authentication server.

When using the user authentication information (login name and password)
of this machine as SMB destination authentication information (host name
and password), select [ON]. If Active Directory is used as an authentication
server, the domain name of Active Directory is added to the login name.
When other authentication method is used, the domain name entered at
[Default Domain Name] is added. [OFF] is specified by default.

This setting is available when [ON] is selected for [SMB User Credential
Setting]. If you select [Restrict], an SMB destination is registered,
excluding the user ID and password specified at login. However, using
Web Connection, an SMB destination is registered, including the user
ID and password. If you select [Allow], you can specify whether to
register an SMB destination, including or excluding the user ID and
password. If you select [Reg. excl. ID and Password] and register an
SMB destination, the user ID and password are automatically added at
SMB transmission. [Restrict] is specified by default.
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Iltem Description

[User Authentication | Select whether to use user authentication via the NTLM server.
(NTLM)] [ON] is specified by default.

[DFS Setting] Select whether or not to use DFS when the distributed file system
(DFS) is employed. [ON] is specified by default.

[SMB Setting] - [SMB Server Settings]
To display : Administrator Mode — [Network] — [SMB Setting] — [SMB Server Settings]
Configure settings to enable use of the SMB server function of this machine.

Iltem Description

[SMB Server Settings] | Select whether or not to use this machine as the SMB server.
[Disable] is specified by default.

[SMB Host Namel] Enter the SMB host name of this machine to be displayed as a shared name
in uppercase letters (using up to 15 characters, including a symbol mark “—”
but not to be used at the beginning or end of the character string).

[Workgroupl Enter a work group name or domain name in uppercase letters (using
up to 15 characters, excluding “, \, ;, :, ,, *, <, >, |, +, =, and ?).
[WORKGROUP] is specified by default.

[SMB Authentication | Select the SMB authentication protocol to be used in the machine.
Protocol] In Windows Vista and after, select [SMB1.0/SMB2.0] to use the
SMB2.0 protocol. [SMB1.0] is specified by default.

[Share SMB File] Select whether or not use the Share SMB File function.
[OFF] is specified by default.

[SMB Setting] - [Direct Hosting Setting]

To display : Administrator mode — [Network] — [SMB Setting] — [Direct Hosting Setting]

Select whether or not to enable the direct hosting SMB service. If enabled, a peer can be specified
using the IP address (IPv4 or IPv6) or host name. [ON] is specified by default.
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[DPWS Settings] - [DPWS Common Settings]
To display : Administrator Mode — [Network] — [DPWS Settings] — [DPWS Common Settingsl]
Configure settings to use Web service.

Iltem

[Friendly Name]

[SSL Setting]

[Publication Service]

[Certificate Verification
Level Settings]

[Validity Period]

[Key Usage]

[Chain]

[Expiration Date
Confirmation]

Description

Enter the name of this machine to be displayed when being searched
using the Web service from the computer (using up to 62 characters).
Use a name that helps you easily identify this machine.

Select whether or not to use the SSL communication for Web service. This
item is displayed when the device certificate is installed on this machine and
SSL communication is enabled by selecting [Security] — [PKI Settings] —
[SSL Setting] — [Mode using SSL/TLS] in the administrator mode. [OFF] is
specified by default.

When using this machine in one of the following environments, select

[Enable].

e Environment where NetBIOS is disabled on the computer loaded
with Windows Vista or later

e Environment constructed so that only communications using IPv6
are allowed

Up to 512 destinations can be detected in Publication Service (including

detection counts by NetBIOS). [Disable] is specified by default.

To verify the certificate, select items to be verified.
If you select [Confirm] at each item, the certificate is verified for each item.

Confirm whether the certificate is still valid. [Confirm] is specified by default.

Confirm whether the certificate is used according to the intended
purpose approved by the certificate issuer.
[Do Not Confirm] is specified by default.

Confirm whether there is a problem in the certificate chain (certificate
path). The chain is validated by referencing the external certificates
managed on this machine. [Do Not Confirm] is specified by default.

Confirm whether the certificate has expired.

Confirm for expiration of the certificate in the following order.
e OCSP (Online Certificate Status Protocol) service

e CRL (Certificate Revocation List)

[Do Not Confirm] is specified by default.
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[DPWS Settings] - [DPWS Extension Settings]

To display : Administrator Mode — [Network] — [DPWS Settings] — [DPWS Extension Settingsl]
Configure settings to scan or print from this machine in an environment where the multicast com—
munication is restricted by using discovery proxy defined by WS-Discovery.

Iltem Description

[Enable Proxy] Select whether or not to use the discovery proxy.
[OFF] is specified by default.

[Proxy1] to [Proxy3] | Register the discovery proxy to be used on this machine.

[Proxy Server Enter the discovery proxy server address. Use one of the following formats.
Address] e Example of host name entry: “host.example.com”

e Example of IP address (IPv4) entry: “192.168.1.1”

e Example of IP address (IPv6) entry: “fe80::220:6bff:fe10:2f16”

[File Pathl] Enter the service name at the path of the URL where the WS—Discovery
service is published in the discovery proxy server (using up to 255
characters).

[Enable SSL] When using SSL to encrypt a communication with the discovery proxy

server, select [ON]. [OFF] is specified by default.

[Proxy Server If necessary, change the discovery proxy server port number. Normally,
Port Number] you can use the original port number.

If [Enable SSL] is set to [OFF], [80] is specified by default.

If [Enable SSL] is set to [ON], [443] is specified by default.

[DPWS Settings] - [Printer Settings]

To display : Administrator Mode — [Network] — [DPWS Settings] — [Printer Settings]
Configure settings to perform Web service printing.

Iltem Description

[Print Function] Select whether or not to use the WS print function.
[OFF] is specified by default.

[Printer Namel Enter the name of this machine when using it as the WS printer
(using up to 63 characters).

[Printer Location] If necessary, enter the location where to install the printer (using up
to 63 characters).

[Printer Information] | Enter printer information if necessary (using up to 63 characters).
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[DPWS Settings] - [Scanner Settings]
To display : Administrator Mode — [Network] — [DPWS Settings] — [Scanner Settings]
Configure settings to perform Web service scanning.

Iltem

Description

[Scan Function]

Select whether or not to use the WS scan transmission function.
[OFF] is specified by default.

[Scanner Name]

Enter the name of this machine when using it as the WS scanner
(using up to 63 characters).

[Scanner Location]

If necessary, enter the location where to install the scanner (using up
to 63 characters).

[Scanner Information]

Enter scanner information if necessary (using up to 63 characters).

[Connection Timeout]

Change the timeout time to limit a communication with the computer if

necessary. [120] sec. is specified by default.

[Bonjour Setting]
To display : Administrator Mode — [Network] — [Bonjour Setting]
Configure the Bonjour operating environment when using this machine in the Mac OS control.

ltem Description

[Bonjour] Select whether or not to use Bonjour. [ON] is specified by default.

[Bonjour Name] Enter a Bonjour name that is to be displayed as the name of connected

device (using up to 63 characters).

[WebDAYV Settings] - [WebDAYV Client Settings]
To display : Administrator mode — [Network] — [WebDAV Settings] — [WebDAV Client Settings]
Configure settings to enable use of the WebDAV client function of this machine.

ltem Description

Select whether or not to use the WebDAV transmission function of
this machine. [ON] is specified by default.

[WebDAV TX Settings]

[Proxy Settings] To access to the WebDAV server via a proxy server, register your

Proxy server.
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Iltem

[Proxy Server
Address]

[Proxy Server
Port Number]

[User Name]

[Password]

[Chunk Transmission]

[Connection Timeout]

[Certificate Verification
Level Settings]

[Validity Period]

[CNI

[Key Usagel]

[Chain]

[Expiration Date
Confirmation]

Description

Enter the proxy server address. Use one of the following formats.
e Example of host name entry: “host.example.com”
e Example of IP address (IPv4) entry: “192.168.1.17
e Example of IP address (IPv6) entry: “fe80::220:6bff:fe10:2f16”

If necessary, change the proxy server port number.
[80801 is specified by default.

Enter the user name to log in to the proxy server (using up to 63 characters).

Enter the password of the user name you entered into [User Namel
(using up to 63 characters). To enter (change) the password, select
the [Password is changed.] check box, then enter a new password.

Select whether to transmit data by dividing it into some chunks.
Configure the setting if your WebDAYV server supports chunk
transmission. [OFF] is specified by default.

If necessary, change the timeout time to limit a communication with
the WebDAV server.
[60] sec. is specified by default.

To verify the certificate, select items to be verified.
If you select [Confirm] at each item, the certificate is verified for each item.

Confirm whether the certificate is still valid.
[Confirm] is specified by default.

Confirm whether CN (Common Name) of the certificate matches the
server address. [Do Not Confirm] is specified by default.

Confirm whether the certificate is used according to the intended purpose
approved by the certificate issuer. [Do Not Confirm] is specified by default.

Confirm whether there is a problem in the certificate chain (certificate
path). The chain is validated by referencing the external certificates
managed on this machine. [Do Not Confirm] is specified by default.

Confirm whether the certificate has expired.

Confirm for expiration of the certificate in the following order.
¢ OCSP (Online Certificate Status Protocol) service

¢ CRL (Certificate Revocation List)

[Do Not Confirm] is specified by default.
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[WebDAYV Settings] - [WebDAV Server Settings]
To display : Administrator Mode — [Network] — [WebDAV Settings] — [WebDAV Server Settings]
Configure settings to enable use of the WebDAV server function of this machine.

Iltem

[WebDAV Settingsl]

[SSL Setting]

[Access Rights
Settings]

Description

Select whether to use the WebDAV server function of this machine.
[ON] is specified by default.

Select whether or not to use SSL for communication between this machine
and the WebDAV client application. [Non-SSL Only] is specified by default.

— This item is displayed when the certificate is installed.

Specify the password to restrict accesses to the WebDAV server of this
machine (using up to 64 characters, excluding “). To enter (change)
the password, select the [Password is changed.] check box, then enter
a new password. Clicking [Initial Password] resets the set password
(Default: sysadm). [OFF] (not selected) is specified by default.

[Proxy Setting for Remote Access]
To display: Admin Mode — [Network] — [WebDAV Settings] — [Proxy Setting for Remote Access]
To use a proxy server for using a service that diagnoses the machine status remotely, register the

proxy server information with this machine.

Iltem

[Proxy Setting for
Remote Access]

[Proxy Settingsl]

[Synchronize
WebDAYV Client
Setting]

[Proxy Server
Address]

[Proxy Server
Port Number]

Description

Select whether or not to use the proxy server for remote access.
[OFF] is specified by default.

Configure settings of proxy server to be used for remote access.

Select whether to use the proxy server used for WebDAV transmission
as a proxy server for remote diagnosis.

To use a different proxy server for remote diagnosis, select [OFF]
and enter the proxy server information. [ON] is specified by default.

Enter the proxy server address. Use one of the following formats.
e Example of host name entry: “host.example.com”
e Example of IP address (IPv4) entry: “192.168.1.1"
e Example of IP address (IPv6) entry: “fe80::220:6bff:fe10:2f16”

If necessary, change the proxy server port number.
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ltem Description
[User Namel Enter the user name to log in to the proxy server (using up to 63 characters).
[Password] Enter the password of the user name you entered into [User Name]

(using up to 63 characters). To enter (change) the password, select
the [Password is changed.] check box, then enter a new password.

[OpenAPI Setting]

To display : Administrator Mode — [Network] — [OpenAPI Setting]
To use application software that communicates with this machine via OpenAPIl, configure the OpenAPI
settings of this machine.

Iltem Description

[Use SSL/TLS] Select whether or not to use SSL for a communication via OpenAPI.
[Non-SSL Only] is specified by default.

— This item is displayed when the certificate is installed.

[Port Number] If necessary, change the OpenAPl communication port number.
[50001] is specified by default.

[Port No. (SSL)] If necessary, change the SSL communication port number. Normally,
you can use the original port number. [50003] is specified by default.

— This item is displayed when the certificate is installed.

[Proxy Settings] You can configure settings to communicate with the application via
the proxy server.

[Proxy Server Enter the proxy server address. Use one of the following formats.
Address] e Example of host name entry: “host.example.com”

e Example of IP address (IPv4) entry: “192.168.1.1"

e Example of IP address (IPv6) entry: “fe80::220:6bff:fe10:2f16”

[Proxy Server If necessary, change the proxy server port number.
Port Number] [8080] is specified by default.

[Proxy Server If necessary, change the proxy server port number for using the
Port Number HTTPS protocol.
(HTTPS)] [8080] is specified by default.
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Iltem

[Proxy Server
Port Number
(FTP)]

[User Name]

[Password]

[Certificate
Verification Level
Settings]

[Client
Certificates]
[Validity Period]

[CN]

[Key Usage]

[Chain]

[Expiration Date
Confirmation]

Description

If necessary, change the proxy server port number for using the FTP
protocol.
[21] is specified by default.

Enter the user name to log in to the proxy server (using up to 63 characters).

Enter the password of the user name you entered into [User Name]
(using up to 63 characters). To enter (change) the password, select
the [Password is changed.] check box, then enter a new password.

To verify the certificate, select items to be verified.
If you select [Confirm] at each item, the certificate is verified for each item.

Select whether or not to request a certificate from clients that
connect to this machine. [Do not request] is specified by default.

Confirm whether the certificate is still valid.
[Confirm] is specified by default.

Confirm whether CN (Common Name) of the certificate matches the
server address. [Do Not Confirm] is specified by default.

Confirm whether the certificate is used according to the intended
purpose approved by the certificate issuer.
[Do Not Confirm] is specified by default.

Confirm whether there is a problem in the certificate chain (certificate
path). The chain is validated by referencing the external certificates
managed on this machine.

[Do Not Confirm] is specified by default.

Confirm whether the certificate has expired.

Confirm for expiration of the certificate in the following order.
¢ OCSP (Online Certificate Status Protocol) service

e CRL (Certificate Revocation List)

[Do Not Confirm] is specified by default.
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[TCP Socket Setting]

To display : Administrator Mode — [Network] — [TCP Socket Setting]
Configure the TCP Socket operating environment.

Settings
[TCP Socket]

[Port Number]

[Use SSL/TLS]

[Port No. (SSL/
TLS)]

[TCP Socket(ASCII
Mode)]

[Port No. (ASCII
Mode)]

Description

Select whether or not to use TCP Socket on this machine.
[ON] (selected) is specified by default.

If necessary, change the TCP Socket port number. Normally, you can
use the original port number. [59158] is specified by default.

Select whether or not to use SSL for a communication via TCP Socket.
This setting is available when the certification of this machine is registered.
[OFF] (not selected) is specified by default.

If necessary, change the SSL communication port number. Normally,
you can use the original port number. [569159] is specified by
default.

Select whether or not to use TCP Socket (ASCIl Mode) on this machine. [ON]
(selected) is specified by default.Select whether or not to use TCP Socket
(ASCIl Mode) on this machine. [ON] (selected) is specified by default.

If necessary, change the TCP Socket (ASCIlI Mode) port number. Normally,
you can use the original port number. [59160] is specified by default.

[IEEE802.1X Authentication Setting] - [IEEE802.1X Authentication Setting]

To display : Administrator mode — [Network] — [IEEE802.1X Authentication Setting] — [IEEE802.1X

Authentication Setting]

Using IEEE802.1X authentication enables you to only connect devices authorized by administrators

to the LAN environment.

|[f IEEE802.1X authentication is installed in your environment, configure the following settings.

Iltem

[[EEE802.1X
Authentication Setting]

[Supplicant Setting]

Description

Select whether or not to use IEEE802.1X authentication.
[OFF] is specified by default.

In IEEE802.1x authentication, this machine acts as a supplicant (client
to be authenticated). Configure the settings required for authentication
by the authentication server.

1-68



Using Web Connection

Iltem

[User ID]

[Password]

[EAP-Type]

[EAP-TTLS]

[Server ID]

[Client
Certificates]

Description

Enter a user ID (using up to 128 characters).
This user ID is used for all EAP-Type options.

Enter a password (using up to 128 characters).

The password is used for all EAP-Type options other than [EAP-TLS].
To enter (change) the password, select the [Password is changed.]
check box, then enter a new password.

Select an EAP authentication method.

¢ [Depend on Server]: The EAP-Type provided by the authentication
server will be used for authentication. Configure the supplicant settings
as required for this machine according to the EAP-Type provided by
the authentication server.

e Do not select [OFF].

[OFF] is specified by default.

Configure the EAP-TTLS settings if [EAP-Type] is set to [EAP-TTLS]

or [Depend on Server].

¢ [anonymous]: Enter the anonymous name used for EAP-TTLS
authentication (using up to 128 characters).

¢ [Inner Authentication Protocoll: Select an internal authentication
protocol for EAP—TTLS.

To verify CN of the certificate, enter the server ID (using up to 64 characters).

Select whether or not to encrypt the authentication information using a

certificate for this machine, if necessary.

This setting can be configured if the following conditions are satisfied:

e The certificate is registered on this machine

e [EAP-TLSI], [EAP-TTLS], [PEAPI, or [Depend on Server] is
selected from [EAP-Typel.
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ltem Description
[Encryption If [EAP-TLS], [EAP-TTLSI, [PEAP], or [Depend on Server] is selected
Strength] from [EAP-Typel, select an encryption strength for encryption by TLS,

if necessary.

¢ [Mid] : Keys that are more than 56 bits in length are used for
communication.

¢ [High] : Keys that are more than 128 bits in length are used for
communication.

[Certificate To verify the certificate, select items to be verified. If you select [Confirm]
Verification at each item, the certificate is verified for each item.
Level Settings] e [Validity Period] : Check whether or not the certificate is within the
validity period.[Confirm] is specified by default.
e [CN] : Check whether or not CN (Common Name) of the certificate
matches the server address.
¢ [Chain] : Check whether or not there is any problem in the certificate
chain (certificate path). The chain is validated by referencing the
external certificates managed on this machine.
[Do Not Confirm] is specified by default.

[Network Stop Specify the delay time between the start of an authentication process and
Time] the end of network communication, if necessary.
If an authentication process does not succeed within the specified time,
all network communication will stop. To specify the delay time, select
the [Network Stop Time] check box, and enter the delay (sec.) in [Stop
Timel. To restart the authentication process after network communication
stopped, reboot this machine.

[IEEE802.1X Authentication Setting] - [IEEE802.1X Authentication Trial]

To display : Administrator mode — [Network] — [IEEE802.1X Authentication Setting] — [IEEE802.1X Au-
thentication Trial]

The current authentication status can be confirmed. Besides, click [Authentication Triall, the authentication
process can be activated for the authentication server.

[LLTD Setting]

To display : Administrator Mode — [Network] — [LLTD Setting]

Select whether or not to use LLTD (Link Layer Topology Discovery).

Using LLTD, you can display this machine on the network map if your computer is equipped with Windows
Vista or later (Windows Vista/7/8/8.1/Server 2008/Server 2008 R2/Server 2012/Server 2012 R2). [Enable] is
specified by default.
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® [Print Setting] tab

[Basic Setting]

To display: Administrator Mode — [Print Setting] — [Basic Setting]
Configure the paper and paper tray settings used for printing, and the setting on printing condition

if no setting is specified by the printer driver.

Iltem

[PDL Setting]

[Paper Trayl]

[2-Sided Print]

[Bind Direction]

[Number of Sets]

[Default Paper Sizel

[Original Direction]

[Minimal Print]

[OOXML Print Mode]

Description

Select the Page Description Language. When you select [Auto], this
machine automatically switches between PCL and PS.
[Auto] is specified by default.

Select the paper tray for the printing paper.
[Auto] is specified by default.

Select whether or not to print an original on both sides of paper when
data containing multiple pages is printed. [OFF] is specified by default.
This function is only available to D202/D201.

Select the binding position for 2-sided printing. [Left Bind] is
specified by default. This function is only available to D202/D201.

Enter the number of copies to be printed. [1] is specified by default.

Select the size of paper for printing.
[8 1/2" e 117] ([A4]) is specified by default.

Select the orientation of the image to be printed.
[Portrait] is specified by default.

Select whether or not to slightly reduce the entire page size when
directly printing a PDF, PPML, or OOXML (docx, xIsx, or pptx) file.
[OFF] is specified by default.

Select whether to give priority to either the image quality or speed
when directly printing of an OOXML (docx, xlsx, or pptx) file is
carried out. [Prioritize Speed] is specified by default.
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[PCL Setting]
To display : Administrator Mode — [Print Setting] — [PCL Setting]
Configure the PCL settings.

Iltem Description

[Symbol Set] Select the font symbol set to be used.
[PC-8, Code Page 437] is specified by default.

[Typefacel] Select Resident Font or Download Font to specify the font to be used.
¢ [Resident Fontl: Select a font from those installed on this machine.
¢ [Download Font]: Select a font from those downloaded to this machine.
This option is displayed when a download font exists. [Courier] is specified
by default.

[Font Size] Specify the default font size value.
e [Scalable Font]: Enter the font size (in points) for scalable
fonts (with different widths for each character). [12.00 Point] is
specified by default.
o [Bitmap Font]: Enter the font width (in pitches) for bitmap fonts (with the
same width for each character). [10.00 Pitch] is specified by default.

[Line/Pagel Enter the number of lines of text data to be printed on one page.
[64] is specified by default.

[CR/LF Mappingl Select whether or not to replace the line feed codes when printing
text data. When you want to replace the line feed codes, select the
replacement method. [OFF] is specified by default.
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[PS Setting]

To display: Administrator Mode — [Print Setting] — [PS Setting]
Configure the PostScript print settings.

Iltem

[PS Error Print]

[ICC Profile Settingsl]

[Photo]

[Text]

[Figure/Table/
Graphl]

[Simulation

Profile]

[Auto Trappingl

[Black Overprint]

Description

Specify whether or not to print error information when an error occurs
during PS rasterization. [OFF] is specified by default.

Specify the default profile setting to be displayed in the printer driver.
If the details of [ICC Profile Settings] differ between the machine and
the printer driver, the settings of the printer driver are given priority.

Select the default setting for RGB color and output profile for photographs.
[RGB Color]: [SRGBI/[Output Profile]: [Auto] are specified by default.

Select the default setting for RGB color and output profile for text.
[RGB Color]: [SRGBI/[Output Profile]: [Auto] are specified by default.

Select the default setting for RGB color and output profile for figures,
tables, and graphs.
[RGB Color]: [SRGBI/[Output Profile]: [Auto] are specified by default.

Select the default setting for simulation profile.
[Auto] is specified by default.

Select whether to superimpose neighboring colors to print so as to
prevent white space being generated around a picture.

Selecting [ON] prevents the generation of white lines at the boundaries
of colors in graphs or figures.

[OFF] is specified by default.

Select whether to print so as to prevent white space being generated

around a black character or figure.

o [Text/Figure]: Adjacent portion between a text and figure is overprinted
with black. Use this setting when a white line appears around the black
portion in a graph or figure.

o [Text]: Black is overprinted on the adjacent colors in the text
portion. Use this setting when a white line appears around the text.

e [OFF]: The data is printed as is without overprinting with black.

[OFF] is specified by default.
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[TIFF Setting]
To display : Administrator Mode — [Print Setting] — [TIFF Setting]
Specify how to determine the size of print paper when directly printing TIFF, JPEG or PDF image data.

Iltem Description

[Auto Paper Select] | Select how the paper size used for printing is determined.

s [Auto]: TIFF/JPEG (JFIF)/PDF images are printed on paper of the
same size as the image. However, a JPEG (EXIF) image is enlarged
or reduced for printing to fit the paper size specified in [Print Setting]
— [Basic Setting] — [Default Paper Size] in Administrator Mode.

o [Priority Paper Sizel: Images are enlarged or reduced to the paper size
specified before they are printed. When they are printed from Web
Connection or a USB memory device, the paper size specified in [Print
Setting] — [Basic Setting] — [Default Paper Size] in Administrator Mode
is used.

[Auto] is specified by default.

[Security Setting]

To display : Administrator Mode — [Print Setting] — [Security Setting]

Specify whether or not to perform the verification of a digital signature or printing of error information
when directly printing an XPS file.

ltem Description

[Verify XPS Digital Select whether or not to verify a digital signature when an XPS file with a
Signature] digital signature is printed.
When [ON] is selected, the data is not printed if the signature is invalid.
[OFF] is specified by default.

[Print XPS Errors] Select whether or not to print error information when an error occurs
when an XPS file is being printed. [ON] is specified by default.

[Interface Setting]
To display : Administrator Mode — [Print Setting] — [Interface Setting]
Specify the timeout time for communication between this machine and a computer.

Iltem Description

[Network Timeout] When this machine is connected via a network to the computer, change
the communication timeout time if necessary.
[60] sec. is specified by default.
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Iltem

Description

[USB Timeout]

When this machine is connected via a USB device to the computer,
change the communication timeout time if necessary.
[60] sec. is specified by default.

[Page Layout Settings]

To display : Administrator Mode — [Print Setting] — [Page Layout Settings]
Configure the default combination settings for direct printing.

ltem

Description

[Combination]

Select whether or not to reduce and print multiple pages on a single
sheet of paper.
[OFF] is specified by default.

[Number of Page
Combinations]

Enter the number of pages to be combined onto one sheet for [Linel
and [Row]. The default is [1] for [Line] and [Row].

[Combination
Direction]

Select a method to arrange pages.
[Sideways from Upper-Left] is specified by default.

[Page Spacing]

Enter the page space in the row and column directions.
[0] inch/mm is specified by default in every case.

[Margin]

Enter page margins at the top, bottom, right, and left sides.
[0] inch/mm is specified by default in every case.

[Page Zoom]

Select whether to automatically adjust the zoom ratio or specify any
zoom ratio to enlarge or reduce a page. [Autol is specified by default.

[Page Frame]

Select whether to print a border line between pages.
[Do not print] is specified by default.
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® [Store Address] tab

[Address Book]

To display : Administrator Mode — [Store Address] — [Address Book]

Enables you to register frequently-used destinations on this machine. Also,

it enables you to confirm or edit the registered content of the destination registered on this machine.
To register an address, click [New Registration]. For details on registration information, refer to
page 2-30.

[Group]

To display : Administrator Mode — [Store Address] — [Group]

Enables you to register multiple destinations as a group. Also, it enables you to confirm or edit the
registered content of the group destination registered on this machine.

To register a group address, click [New Registration]. For details on registration information, refer to
page 2-34.

[Program]

To display : Administrator Mode — [Store Address] — [Program]

Enables you to register a combination of frequently used option settings as a recall key (program). Also,
it enables you to confirm or edit the registered information of the program that is saved on this machine.
To register a program, click [Edit]. For details on registration information, refer to page 2-34.

[Subject]

To display : Administrator Mode — [Store Address] — [Subject]

Enables you to register subjects that are used when E-mails are being sent. Also, it enables you to
confirm or edit the registered information of the title that is saved on this machine.

To register a subject, click [Edit], then enter a subject to be registered (using up to 64 characters).

— Up to 10 subjects can be registered.

— By selecting [E-mail Default] in the subject list, you can specify the default subject that is

used for E-mail transmission.

® [Fax Settings] tab

Configure the fax settings.
For details of the fax function, refer to [User’ s Guide Fax Operations] included in the optional
Mount Kit D200FKTM.
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Configuring the Operating Environment of This Machine

1. Configuring the Scan to E-mail operating
environment

® Overview

The Scan to E—mail is a function that transmits original data scanned on this machine as an E—mail attach ment.
Since this machine supports SSL/TLS encryption, and POP before SMTP authentication, security can be assured.
When using the Scan to E—mail, follow the below procedure to configure the settings.

BB Configure settings for connecting to the network such as setting of the IP address of this machine

= For details on configuring the setting, refer to page 1-3.

A Configuring basic settings for Scan to E—mail.

= For details on configuring the setting, refer to page 2-2.

Set the following options according to your environment.

Purpose Reference
Communicate with the E—mail server using SSL/TLS page 2-4
Use of SMTP Authentication when sending E—mails page 2-5
Use of POP Before SMTP Authentication when sending E—mails page 2-6

® Configuring basic settings for Scan to E-mail
Register the E—mail server (SMTP) address and the administrator's E—mail address.

BB 'n the administrator mode, select [Network] — [E—mail Setting] — [E—mail TX (SMTP)], then
configure the following settings.

Iltem Description

[E-mail TX Setting] Select this check box to transmit E—mails from this machine.
[ON] (selected) is specified by default.

[Scan to E-maill Select [ON] to use the Scan to E—mail function.
[ON] is specified by default.

[E-mail Notification] If a warning such as paper addition, toner replacement, or paper
jam occurs on this machine, it can be sent to a registered E—mail
address.

[ON] is specified by default.
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Iltem Description

[Total Counter Notifi- | Select whether to use the total counter notification function. Using
cation] this function allows you to send counter information managed by
this machine to the registered E-mail address.
[Enable] is specified by default.

[SMTP Server Address] | Enter the address of your E-mail server (SMTP).
Use one of the following formats.
e Example of host name entry : "host.example.com”
e Example of IP address (IPv4) entry : "192.168.1.1"
o Example of IP address (IPv6) entry : "fe80::220:6bff:fe10:2f16"

[Port Number] If necessary, change the port number of the E-mail server (SMTP).
Normally, you can use the original port number. [25] is specified by default.

[Connection Timeout] | Change the timeout period for a communication with the E-mail
server (SMTP), as required. [60] sec. is specified by default.

[Max Mail Sizel If you restrict the size of an E-mail to be sent in your environment,
select [Limit]. [No Limit] is specified by default.

[Server Capacity] If you select [Limit] at [Max Mail Size], enter the maximum E—mail size
including attachment. E-mails exceeding the specified size are discarded.
If you select [Binary Division] to divide an E-mail, this setting is invalid.

[Binary Division] Select this check box to divide an E-mail. The E-mail is divided
according to the size specified at [Divided Mail Size]. This item is
necessary if you occasionally send E-mails exceeding the maximum
size specified on the E-mail server side.

To read a divided E-mail, the mail soft receiving E-mails must have
a function to restore the divided E-mail. The mail soft without the
restore function may not read the divided E-mail.

[OFF] (not selected) is specified by default.

[Divided Mail Sizel Enter the size to divide an E-mail. This item is necessary when
[Binary Division] is enabled.

B n the administrator mode, select [System Settings] — [Machine Setting], and enter the E-mail address of
the administrator of this machine into [E-mail Address] (using up to 128 characters, excluding spaces).

— The E-mail address entered here is used as a sender address (From address) of E-mails to be
sent from this machine.

— If user authentication is installed on this machine, the E-mail address of the login user is
used as the sender's E-mail address.
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® Using an SSL/TLS communication

Encrypt communications between this machine and the E-mail server (SMTP) using SSL or TLS.
This machine supports the SMTP over SSL and Start TLS.

Configure the setting if your environment requires SSL/TLS encryption communication with the E-
mail server. In the administrator mode, select [Network] — [E-mail Setting] — [E-mail TX (SMTP)],
then configure the following settings.

Iltem

[Use SSL/TLS]

[Port Number]

[Port No. (SSL)]

[Certificate Verifica-
tion Level Settingsl]

[Validity Period]
[CNI]

[Key Usage]

[Chain]

[Expiration Date
Confirmation]

Description

Select the method to encrypt communications with the E-mail
server (SMTP). Select [SMTP over SSL] or [Start TLS] according to
your environment. [OFF] is specified by default.

If you select [Start TLS] in [Using SSL/TLSI,
change the communication port number, if necessary. Normally,
you can use the original port number. [25] is specified by default.

If you select [SMTP over SSL] in [Use SSL/TLS],
change the communication port number, if necessary. Normally,
you can use the original port number. [465] is specified by default.

To verify the certificate, select items to be verified. If you select
[Confirm] at each item, the certificate is verified for each item.

Confirm whether the certificate is still valid. [Confirm] is specified by default.

Confirm whether CN (Common Name) of the certificate matches
the server address. [Do Not Confirm] is specified by default.

Confirm whether the certificate is used according to the intended purpose
approved by the certificate issuer. [Do Not Confirm] is specified by default.

Confirm whether there is a problem in the certificate chain (certificate
path). The chain is validated by referencing the external certificates
managed on this machine. [Do Not Confirm] is specified by default.

Confirm whether the certificate has expired.

Confirm for expiration of the certificate in the following order.
¢ OCSP (Online Certificate Status Protocol) service

¢ CRL (Certificate Revocation List)

[Do Not Confirm] is specified by default.

— In the administrator mode, select [Security] — [Certificate Verification Settings], then configure
whether to verify the certificate. The certificate is verified by default. For details, refer to page

2-51.
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® Using SMTP authentication

Configure the setting if your environment requires the SMTP authentication for sending an E-mail.

If the SMTP authentication is used, the user ID and password is sent from this machine when sending
an E-mail to perform authentication.

To use the SMTP authentication, enable the SMTP authentication on this machine. In addition, enter in—
formation required for authentication. In the administrator mode, select [Network] — [E-mail Setting] —
[E-mail TX (SMTP)], and configure the following settings.

Iltem Description

[SMTP Authentication] | Select this check box to use SMTP authentication.
In [SMTP Authentication Method], select whether to use SMTP
authentication for each authentication method shown below.
e Kerberos
e NTLMv1
e Digest-MD5
¢ CRAM-MD5
e LOGIN
e PLAIN
[OFF] (not selected) is specified by default.

[User ID]] Enter a user ID for SMTP authentication (using up to 64 characters).

[Password] Enter the password of the user name you entered into [User ID] (using
up to 64 characters, excluding "). To enter (change) the password, se—
lect the [Password is changed.] check box, then enter a new password.

[Domain Namel Enter a domain name (realm) for SMTP authentication (using up to
253 characters). This item is necessary when the SMTP authentication
method is Digest-MD5.

e Enter the domain name if two or more domains (realm) exist.

e When only one domain (realm) exists, no entry is required. The
domain name is notified from the E-mail server (SMTP) at the
initial communication, and communication is automatically
performed using that domain name.

[Authentication Setting] | Select whether to synchronize the SMTP authentication with the user
authentication of this machine. This item is necessary when the user
authentication is installed on this machine.

e [User Authentication]: Uses the user name and password of the reg—
istered user of this machine as [User ID] and [Password] for the SMTP
authentication.

e [Set Valuel: Uses values entered at [User ID] and [Password].

[Set Valuel] is specified by default.
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® Using POP Before SMTP authentication

Configure the setting if your environment requires the POP Before SMTP Authentication for sending an
E-mail. The POP Before SMTP authentication is a function that performs POP authentication using the
E-mail server (POP) before sending an E-mail, and permits E-mail transmission only when the
authentication is successful.

To use the POP Before SMTP authentication, enable the POP Before SMTP on this machine.

In addition, configure settings for connecting to the E-mail server (POP) that is used for authentication.

BB n the administrator mode, select [Network] — [E-mail Setting] — [E-mail TX (SMTP)], then configure
the following settings.

Settings Description
[POP before SMTP] Select [ON] to use POP before SMTP. [OFF] is specified by default.

[POP Before SMTP If necessary, change the waiting time until starting E-mail

Timel transmission after the POP authentication is successful.
Depending on your environment, it may take time before the E-mail
transmission is allowed after the POP authentication is successful.
In that case, if a time period that is too short is specified, E-mail
transmission may fail. [5] sec. is specified by default.

In the administrator mode, select [Network] — [E-mail Setting] — [E-mail RX (POP)], then configure
the following settings.

Settings Description
[E-mail RX Setting] Select [ON] to use POP before SMTP. [ON] is specified by default.

[POP Server Address] | Enter the address of your E-mail server (POP).
Use one of the following formats.
e Example of host name entry: "host.example.com"
e Example of IP address (IPv4) entry: "192.168.1.1"
e Example of IP address (IPv6) entry: "fe80::220:6bff:fe10:2f16"

[Login Namel] Enter the login name when receiving E-mails using the E-mail
server (POP) (using up to 63 characters).

[Password] Enter the password of the user name you entered into [Login Name]
(using up to 15 characters).
To enter (change) the password, select the [Password is changed.]
check box, then enter a new password.

[Connection Timeout] | Change the timeout period for a communication with the E-mail
server (POP) as required. [30] sec. is specified by default.
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Settings

[Port Number]

Description

If necessary, change the port number of the E-mail server (POP).
Normally, you can use the original port number. [110] is specified
by default.

Set the POP over SSL and APOP settings according to your environment. In the administrator mode,
select [Network] — [E-mail Setting] — [E-mail RX (POP)], then configure the following settings.

ltem

[APOP Authentication]
[Use SSL/TLS]

[Port No. (SSL)]

[Certificate Verification
Level Settings]

[Validity Period]
[CNI]

[Key Usagel

[Chain]

[Expiration Date
Confirmation]

Description

If you use APOP in your E-mail server (POP), select [ON].
[OFF] is specified by default.

When using SSL to encrypt a communication with the E-mail server (POP),
select this check box. [OFF] (not selected) is specified by default.

If necessary, change the SSL communication port number.
Normally, you can use the original port number.
[995] is specified by default.

To verify the certificate, select items to be verified.
If you select [Confirm] at each item, the certificate is verified for each item.

Confirm whether the certificate is still valid. [Confirm] is specified by default.

Confirm whether CN (Common Name) of the certificate matches
the server address. [Do Not Confirm] is specified by default.

Confirm whether the certificate is used according to the intended
purpose approved by the certificate issuer.
[Do Not Confirm] is specified by default.

Confirm whether there is a problem in the certificate chain (certificate
path). The chain is validated by referencing the external certificates
managed on this machine. [Do Not Confirm] is specified by default.

Confirm whether the certificate has expired.

Confirm for expiration of the certificate in the following order.
e OCSP (Online Certificate Status Protocol) service

¢ CRL (Certificate Revocation List)

[Do Not Confirm] is specified by default.

— In the administrator mode, select [Security] — [Certificate Verification Settings], then configure

whether to verify the certificate. The certificate is verified by default. For details, refer to page

2-37.
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2. Configuring the SMB send operating environment

® Overview

The SMB Send is a function that transmits original data scanned on this machine to a shared folder on a
specified computer. The shared folder is shared using the SMB (Server Message Block) protocol.

If the WINS server is installed to resolve the name, register it. Enabling the direct hosting SMB service al—
lows communications using the IP address (IPv4/IPv6) or host name. Enabling this service allows you

to use the SMB Send function even in the IPv6 environment. Using LLMNR (Link-local Multicast Name
Resolution) enables you to resolve the name even in an environment with no DNS server. This function

is supported in an operating system of Windows Vista or later (Windows Vista/7/8/8.1/Server 2008/Server
2008 R2/Server 2012/Server 2012 R2). It is useful to resolve the name in the IPv6 environment.

When using the SMB transmission function, follow the below procedure to configure the settings.

BB Configure settings for connecting to the network such as setting of the IP address of this machine

= For details on configuring the setting, refer to page 1-3.

Configuring basic settings for SMB transmission

= For details on configuring the setting, refer to page 2-8.

Set the following options according to your environment.

Purpose Reference
Resolve the name using the WINS server page 2-10
Specify a destination computer using the IP address and host name (FQDN) | page 2-10
Use the SMB transmission function in the IPv6 environment page 2-11

Specify a destination with a host name in an environment where the DNS server | page 2-11
is not running (supported in the computer loaded with Windows Vista or later)

Use the SMB transmission function in the DFS environment page 2-11
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To use the SMB transmission function in IPv6 environment, you need to enable the direct
hosting SMB service.

In the IPv4 environment, the SMB transmission function can be used regardless of whether
or not the direct hosting SMB service is enabled.

If the direct hosting SMB service is enabled, the system operates as shown below (common to IPv4
and IPv6 environments). A destination computer can be specified using the IP address (IPv4
or IPv6).If a destination computer is specified using the host name or computer name
(NetBIOS name), name resolution is performed in the order of DNS, LLMNR, and NetBIOS
(port 137 of a destination computer). Connection is attempted to ports 445 and 139 of a

destination computer in this order, and transmission is carried out.

If the direct hosting SMB service is disabled, the system operates as shown below.

A destination computer can be specified using the IP address (IPv4 only). If a destination
computer is specified using the computer name (NetBIOS name) or host name, name
resolution is performed in the order of NetBIOS (port 137 of a destination computer) and DNS.
A connection with port 139 of a destination computer is established, and a transmission is
carried out.

To specify a destination computer using the host name, configure the appropriate machine
settings and prepare the appropriate environment so that name resolution can be performed
with DNS or LLMNR. To perform name resolution using DNS, a destination computer can be
specified with "Host Name (example: host1)" or "FQDN (example: host1.test.local)". To perform
name resolution with LLMNR, a destination computer can be specified only with "Host Name
(example: host1)".

® Configuring basic settings for SMB transmission

Enable the SMB transmission function. In addition, select the authentication method for SMB transmission.
In the administrator mode, select [Network] — [SMB Setting] — [Client Settingl, then configure the following

settings.
Settings Description
[SMB TX Setting] Select [ON] to use the SMB TX function.

[ON] is specified by default.
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Settings Description

[SMB Authentication Select an authentication method for SMB transmission according to
Setting] your environment.

e [NTLM v1]/INTLM v2]/[NTLMv1/v2] : Select this to use the function
in the NT domain environment. If you select INTLMv1/v2], NTLMv1
authentication is performed when NTLMv2 authentication fails.

o [Kerberos] : Select this to use the function in the Active Directory
domain environment.

o [Kerberos/NTLMv1/v2] : Select this to use the function in an
environment both the Active Directory domain and NT domain
exist in. NTLMv2 authentication is performed when Kerberos
authentication fails, and NTLMv1 authentication is performed
when NTLMv2 authentication fails.

[NTLM v1] is specified by default.

— In Mac OS X 10.7/10.8/10.9, set [SMB Authentication] to [NTLMv1/v2].

— In Mac OS X 10.7/10.8/10.9, the direct hosting SMB service must be enabled (default: [ON]).
For details, refer to page 2-11.

® Using the WINS server

If the WINS server is installed to resolve the name, set the WINS server address and the name resolution
method.

In the administrator mode, select [Network] — [SMB Setting] — [WINS/NetBIOS Settings], then configure
the following settings.

Settings Description
[WINS/NetBIOS] Select [ON] to use the WINS server. [ON] is specified by default.

[Auto Obtain Setting]l | Select [Enable] to automatically obtain the WINS server address. This item
is necessary when DHCP is enabled. [Enable] is specified by default.

[WINS Server Enter the WINS server address. This item is necessary when you do
Addressi] to [WINS not automatically obtain the WINS server address using the DHCP.
Server Address?] Use the following entry formats.

e Example of entry : "192.168.1.1"
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Settings Description

[Node Type Setting] Select the name resolution method.
o [B Node]: Query by broadcast
¢ [P Node]: Query the WINS server
o [M Nodel: Query by broadcast, and then query the WINS server
o [H Nodel: Query the WINS server, and then query by broadcast
[H Node] is specified by default.

® Using the direct hosting SMB service

Enabling the direct hosting SMB service allows you to specify the destination using the IP address
(IPv4/IPv6) or host name.

In the administrator mode, select [Network] — [SMB Setting] — [Direct Hosting Setting]l, and then set
[Direct Hosting Setting] to [ON]. Normally, you can use this function in default settings.

® Resolving the name using LLMNR

Using LLMNR (Link-local Multicast Name Resolution) enables you to resolve the name even in an
environment with no DNS server. This function is supported in an operating system of Windows
Vista or later (Windows Vista/7/8/8.1/Server 2008/Server 2008 R2/Server 2012/Server 2012 R2). It is
useful to resolve the name in the IPv6 environment.

In the administrator mode, select [Network] — [TCP/IP Setting] — [TCP/IP Setting], and set [LLMNR
Setting] to [Enable]. (Default: [Disable])

® Using in the DFS environment

Configure setting when a distributed file system (DFS, Distributed File System) is employed in your
environment.

In the administrator mode, select [Network] — [SMB Setting] — [Client Setting], and set [DFS Setting]
to [Enable]. Normally, you can use this function in default settings.
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3. Configuring the FTP transmission operating
environment

® Overview

The FTP transmission is a function that transmits original data scanned on this machine to a specified
folder in the FTP server. When the proxy server is used, you can configure settings so that the FTP server is
accessed via the proxy server.

When using the FTP transmission, follow the below procedure to configure the settings.

BB Configure settings for connecting to the network such as setting of the IP address of this machine.

= For details on configuring the setting, refer to page 1-3.

Configuring basic settings for the FTP transmission.

= For details on configuring the setting, refer to page 2-9.

Set the following options according to your environment.

Purpose Reference

Send files to the FTP server via the proxy server page 2-13

® Configuring basic settings for the FTP transmission

Enable the FTP transmission. In addition, configure settings for connecting to the FTP server.
In the administrator mode, select [Network] — [FTP Setting] — [FTP TX Settingl, then configure the following
settings.

Settings Description

[FTP TX] Select [ON] to use the FTP TX function.
[ON] is specified by default.

[Connection Timeout] | If necessary, change the timeout time to limit a communication with
the FTP server. [60] sec. is specified by default.

[Port Number] If necessary, change the FTP server port number. Normally, you
can use the original port number. [21] is specified by default.
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® Using the proxy server

When the proxy server is used in your network environment, you can configure settings so that the
FTP server is accessed via the proxy server.

To use the proxy server, register the proxy server information on this machine.
In the administrator mode, select [Network] — [FTP Setting] — [FTP TX Setting], then configure the ’
following settings.

Settings Description

[Proxy Server Address] | Enter the proxy server address. Use one of the following formats.
e Example of host name entry : "host.example.com”
e Example of IP address (IPv4) entry : "192.168.1.1"
e Example of IP address (IPv6) entry : "fe80::220:6bff:fe10:2f16"

[Proxy Server Port If necessary, change the proxy server port number.
Number] [21] is specified by default.
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4. Configuring the WebDAYV transmission
environment

® Overview

The WebDAV transmission is a function that transmits original data scanned on this machine to a
specified folder in the WebDAV Server.

WebDAV, which is an extension to the HTTP specification, provides the same security technologies as
HTTP. Use SSL to encrypt a communication with the WebDAV server; you can send a file more securely.
When using the WebDAV transmission, follow the below procedure to configure the settings.

BB Configure settings for connecting to the network such as setting of the IP address of this machine

= For details on configuring the setting, refer to page 1-3.

3 Configure basic settings for WebDAV transmission

= details on configuring the setting, refer to page 2-14.

Set the following options according to your environment.

Purpose Reference
Send files to the WebDAV server via the proxy server page 2-15
Communicate with the WebDAV server using SSL page 2-15

® Configure basic settings for the WebDAV transmission

Enable WebDAYV transmission. In addition, configure the settings for connecting to the WebDAV server.
In the administrator mode, select [Network] — [WebDAV Settings] — [WebDAV Client Settings], then
configure the following settings.

Settings Description

[WebDAV TX Settings] | Select [ON] to use the WebDAV transmission function.
[ON] is specified by default.

[Chunk Transmission] | Select whether to transmit data by dividing it into some chunks.
Configure the setting if your WebDAV server supports chunk
transmission. [OFF] is specified by default.

[Connection Timeout] | If necessary, change the time out time to limit a communication with
the WebDAYV server.
[60] sec. is specified by default.
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® Using the proxy server

When the proxy server is used in your network environment, you can configure settings so that the
WebDAV server is accessed via the proxy server. To use the proxy server, register the proxy server
information on this machine. In addition, configure the settings for connection to the proxy server.
In the administrator mode, select [Network] — [WebDAV Settings] — [WebDAV Client Settings], then
configure the following settings.

Settings Description

[Proxy Server Address] | Enter the proxy server address. Use one of the following formats.
e Example of host name entry : "host.example.com”
e Example of IP address (IPv4) entry : "192.168.1.1"
e Example of IP address (IPv6) entry : "fe80::220:6bff:fe10:2f16"

[Proxy Server Port If necessary, change the proxy server port number.

Number] [8080] is specified by default.

[User Name] Enter the user name to log in to the proxy server (using up to 63 characters).
[Password] Enter the password of the user name you entered into [User Name]

(using up to 63 characters). To enter (change) the password, select
the [Password is changed.] check box, then enter a new password.

® Using SSL communication

Communication between this machine and the WebDAV server is encrypted with SSL.

Configure the setting if your environment requires SSL encryption communication with the WebDAV
server. Enable SSL for the WebDAV destination registered in this machine. In addition, specify how
to verify the certificate.

BB /n the administrator mode, select [Store Address] — [Address Book] — [WebDAV], and set [SSL
Settings] to [ON]. (Default: [OFF])

B3 |h the administrator mode, select [Network] — [WebDAV Settings] — [WebDAV Client Settings],
then configure the certificate verification method.

Iltem Description

[Certificate Verification | To verify the certificate, select items to be verified.
Level Settingsl] If you select [Confirm] at each item, the certificate is verified for each item.

[Validity Period] Confirm whether the certificate is still valid.
[Confirm] is specified by default.

[CN] Confirm whether CN (Common Name) of the certificate matches
the server address. [Do Not Confirm] is specified by default.
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Iltem

[Key Usagel

[Chain]

[Expiration Date
Confirmation]

— In the administrator mode, select [Security] — [Certificate Verification Settings], then

configure whether to verify the certificate. The certificate is verified by default. For details,

refer to page 2-51.

Description

Confirm whether the certificate is used according to the intended
purpose approved by the certificate issuer.
[Do Not Confirm] is specified by default.

Confirm whether there is a problem in the certificate chain (certificate
path). The chain is validated by referencing the external certificates
managed on this machine. [Do Not Confirm] is specified by default.

Confirm whether the certificate has expired.

Confirm for expiration of the certificate in the following order.
e OCSP (Online Certificate Status Protocol) service

¢ CRL (Certificate Revocation List)

[Do Not Confirm] is specified by default.
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5. Configuring the WS scan environment

® Overview

The WS scan transmission is a function that transmits original data scanned on this machine to the
computer on the network on the computer loaded with Windows Vista or later

(Windows Vista/7/8/8.1/Server 2008/Server 2008 R2/Server 2012/Server 2012 R2).

The computer uses the Web service function of Windows to automatically detect this machine
connected to the network and smoothly install this function as a Web service scanner.

HTTP is used for communication between this machine and the computer. Use SSL to encrypt a
communication between this machine and the computer; you can send a file more securely.

When using the WS scan transmission, follow the below procedure to configure the settings.

BB Configure settings for connecting to the network such as setting of the IP address of this machine

= For details on configuring the setting, refer to page 1-3

A Configuring the basic settings for the WS scan transmission.

= For details on configuring the setting, refer to page 2-17.

Set the following options according to your environment

Purpose Reference
WS scan using the discovery proxy page 2-19
Communicate with the computer using SSL page 2-19

2 Reference

— For details on how to configure settings on the computer, refer to [User's Guide Scan Operations].

2-17



Configuring the Operating Environment of This Machine

® Configuring the basic settings for the WS scan transmission

Enable the scan using the Web service. In addition, configure settings used to detect this machine
using the Web service, information for this machine as a scanner, and the method to connect to
this machine.

BB n the administrator mode, select [Network] — [DPWS Settings] — [DPWS Common Settingsl,
then configure the following settings.

Settings Description

[Friendly Name] Enter the name of this machine to be displayed when searching for
this machine using the Web service through a computer (using up
to 62 characters).

[Publication Service] | When using this machine in one of the following environments, select

[Enable].

e Environment where NetBIOS is disabled on the computer loaded
with Windows Vista or later.

e Environment constructed so that only communications using IPv6 are
allowed.

Up to 512 destinations can be detected in Publication Service

(including detection counts by NetBIOS).

[Disable] is specified by default.

In the administrator mode, select [Network] — [DPWS Settings] — [Scanner Settingsl, then
configure the following settings.

Settings Description

[Scan Function] Select whether or not to use the WS scan transmission function.
[OFF] is specified by default.

[Scanner Name] Enter the name of this machine when using it as the WS scanner
(using up to 63 characters).

[Scanner Location] If necessary, enter the location where to install the scanner (using
up to 63 characters).

[Scanner Information] | Enter scanner information if necessary (using up to 63 characters).

[Connection Timeout] | Change the timeout time to limit a communication with the
computer if necessary.
[120] sec. is specified by default.
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® Using the proxy server

Configure settings for scanning through this machine in the environment where the multicast com—

munication is restricted using the discovery proxy defined by WS-Discovery. Configure the setting

if your environment requires the discovery proxy server. In normal circumstances, to perform scan

transmission through this machine using the Web service, the computer must be connected at a

location where multicast communication is available for this machine. However, installing the dis—

covery proxy server at a location where unicast communication is available for this machine enables
it to perform scan transmission. In the administrator mode, select [Network] — [DPWS Settings] —
[DPWS Extension Settings], then configure the following settings.

Iltem

[Enable Proxy]
[Proxy 1] to [Proxy

3]

[Proxy Server
Address]

[File Path]

[Enable SSL]

[Proxy Server Port
Number]

Description

Select [ON] to use the discovery proxy.
[OFF] is specified by default.

Register the discovery proxy to be used on this machine.

Enter the discovery proxy server address.

Use one of the following formats.

e Example of host name entry : "host.example.com"

o Example of IP address (IPv4) entry : "192.168.1.1"

e Example of IP address (IPv6) entry : "fe80::220:6bff:fe10:2f16"

Enter the service name at the path of the URL where the WS—Discovery ser—
vice is published in the discovery proxy server (using up to 255 characters).

When using SSL to encrypt a communication with the discovery
proxy server, select [ON]. [OFF] is specified by default.

[f necessary, change the port number of the discovery proxy server.
Normally, you can use the original port number.

If [Enable SSL] is set to [OFF], [80] is specified by default.

If [Enable SSL] is set to [ONI, [443] is specified by default.

® Using SSL communication

Communication between this machine and the computer is encrypted with SSL.

To encrypt SSL communication between this machine and the computer, you must set the bidirectional

SSL communication between them. Before starting this procedure, confirm the following.

Name resolution must have been performed in the DNS server.

If the certificate of this machine is not issued by the Certificate Authority (CA), you must register
the certificate of this machine in [Trusted Root Certification Authorities] of the computer.

Create a certificate on the computer in advance, and associate it with the TCP/IP communication port
(default port number: 5358).
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— In Windows 8/8.1, a communication using the Web service cannot be encrypted using SSL.
To make SSL communications, enable SSL. In addition, specify how to verify the certificate.
In the administrator mode, select [Network] — [DPWS Settings] — [DPWS Common Settings],
then configure the following settings.

Iltem Description

[SSL Setting] Select [ON] to use SSL communication.
This item is displayed when the device certificate is installed on this
machine and SSL communication is enabled by selecting [Security] —
[PKI Settings] — [SSL Setting] — [Mode using SSL/TLS] in Administrator
mode. [OFF] is specified by default.

[Certificate Verification | To verify the certificate, select items to be verified.
Level Settingsl] If you select [Confirm] at each item, the certificate is verified for each item.

[Validity Period] Confirm whether the certificate is still valid.
[Confirm] is specified by default.

[Key Usagel] Confirm whether the certificate is used according to the intended
purpose approved by the certificate issuer.
[Do Not Confirm] is specified by default.

[Chain] Confirm whether there is a problem in the certificate chain (certificate
path). The chain is validated by referencing the external certificates
managed on this machine. [Do Not Confirm] is specified by default.

[Expiration Date Confirm whether the certificate has expired.

Confirmation] Confirm for expiration of the certificate in the following order.
e OCSP (Online Certificate Status Protocol) service
e CRL (Certificate Revocation List)
[Do Not Confirm] is specified by default.

— In the administrator mode, select [Security]l — [Certificate Verification Settings], then configure
whether to verify the certificate. The certificate is verified by default. For details, refer to page
2-51.
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6. Configuring the WS printing environment

® Overview

The computer uses the Web service function of Windows Vista or later (Windows Vista/7/8/8.1/Server
2008/Server 2008 R2/Server 2012/Server 2012 R2) to automatically detect this machine connected to
the network and easily install this function as Web service printer.

HTTP is used for communication between this machine and the computer. In addition, using SSL to
encrypt a communication between the this machine and the computer enables more secure printing.
When using the WS printing function, follow the below procedure to configure the settings.

BB Configure settings for connecting to the network such as setting of the IP address of this machine.

= For details on configuring the setting, refer to page 1-3.

B3 Configuring basic settings for the WS printing.

= For details on configuring the setting, refer to page 2-21.

Set the following options according to your environment.

Purpose Reference
WS print using the discovery proxy page 2-23
Communicate with the computer using SSL page 2-23

— For details on how to configure settings on the computer, refer to page 3-14.
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® Configuring basic settings for the WS printing

Enable printing using the Web service. Also, configure settings used to detect this machine using

the Web service, and define i

nformation of this machine used as a printer.

BB In the administrator mode, select [Network] — [DPWS Settings] — [DPWS Common Settings],

then configure the followi

Settings

[Friendly Name]

[Publication Service]

A In the administrator mode,
the following settings.

Settings

[Print Function]

[Printer Namel]

[Printer Location]

[Printer Information]

ng settings.

Description

Enter the name of this machine to be displayed when being
searched using the Web service from the computer (using up to 62
characters). Use a name that helps you easily identify this machine.

When using this machine in one of the following environments, select

[Enable].

e Environment where NetBIOS is disabled on the computer loaded
with Windows Vista or later.

e Environment constructed so that only communications using IPv6 are
allowed.

Up to 512 connection destinations can be detected in Publication

Service (including detection counts by NetBIOS).

[Disable] is specified by default.

select [Network] — [DPWS Settings] — [Printer Settings], then configure

Description

Select [ON] to use the WS Print function.
[OFF] is specified by default.

Enter the name of this machine when using it as the WS printer
(using up to 63 characters).

If necessary, enter the location where to install the printer (using up
to 63 characters).

Enter printer information if necessary (using up to 63 characters).

2-22



Configuring the Operating Environment of This Machine

® Using the proxy server

Configure settings for printing through this machine in the environment where the multicast commu—
nication is restricted using the discovery proxy defined by WS-Discovery. Configure the setting if your
environment requires the discovery proxy server. In normal circumstances, to print data through this
machine using the Web service, the computer must be connected at a location where multicast com—
munication is available for this machine. However, installing the discovery proxy server at a location
where unicast communication is available for this machine enables printing through this machine.

In the administrator mode, select [Network] — [DPWS Settings] — [DPWS Extension Settings], then
configure the following settings.

oy do
[Enable Proxyl Select [ON] to use the discovery proxy. [OFF] is specified by default.

[Proxy 1] to [Proxy 3] | Register the discovery proxy to be used on this machine.

[Proxy Server Address] | Enter the discovery proxy server address.
Use one of the following formats.
e Example of host name entry : "host.example.com”
e Example of IP address (IPv4) entry : "192.168.1.1"
e Example of IP address (IPv6) entry : "fe80::220:6bff:fe10:2f16"

[File Path] Enter the service name at the path part of the URL where the
WS-Discovery service is published in the discovery proxy server
(using up to 255 characters).

[Enable SSL] When using SSL to encrypt a communication with the discovery
proxy server, select [ON]. [OFF] is specified by default.

[Proxy Server Port If necessary, change the port number of the discovery proxy server. Nor—
Number] mally, you can use the original port number.

If [Enable SSL] is set to [OFF], [80] is specified by default.

If [Enable SSL] is set to [ON], [443] is specified by default.

® Using SSL communication

Communication between this machine and the computer is encrypted with SSL.
To encrypt SSL communication between this machine and the computer, you must set the bidirec—
tional SSL communication between them. Before starting this procedure, confirm the following.

e Name resolution must have been performed in the DNS server.

e |f the certificate of this machine is not issued by the Certificate Authority (CA), you must register
the certificate of this machine in [Trusted Root Certification Authorities] of the computer.

e C(Create a certificate on the computer in advance, and associate it with the TCP/IP communication
port (default port number: 5358).
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— In Windows 8/8.1, a communication using the Web service cannot be encrypted using SSL.
Enable the SSL communication. In addition, specify how to verify the certificate.
In the administrator mode, select [Network] — [DPWS Settings] — [DPWS Common Settingsl,
then configure the following settings.

Iltem Description

[SSL Setting] Select [ON] to use SSL communication.
This item is displayed when the device certificate is installed on this
machine and SSL communication is enabled by selecting [Security] —
[PKI Settings] — [SSL Setting] — [Mode using SSL/TLS] in Administrator
mode. [OFF] is specified by default.

[Certificate Verification | To verify the certificate, select items to be verified.
Level Settings] If you select [Confirm] at each item, the certificate is verified for each item.

[Validity Period] Confirm whether the certificate is still valid.
[Confirm] is specified by default.

[Key Usage] Confirm whether the certificate is used according to the intended
purpose approved by the certificate issuer.
[Do Not Confirm] is specified by default.

[Chain] Confirm whether there is a problem in the certificate chain (certificate
path). The chain is validated by referencing the external certificates
managed on this machine.

[Do Not Confirm] is specified by default.

[Expiration Date Confirm whether the certificate has expired.

Confirmation] Confirm for expiration of the certificate in the following order.
e OCSP (Online Certificate Status Protocol) service
e CRL (Certificate Revocation List)
[Do Not Confirm] is specified by default.

2 Reference

— In the administrator mode, select [Security] — [Certificate Verification Settings],
then configure whether to verify the certificate. The certificate is verified by default. For
details, refer to page 2-51.
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7. Configuring the TWAIN Scan environment

® Overview

Using the TWAIN driver enables you to use this machine as a scanner by controlling it from a computer

connected to the network.

When using the TWAIN scan, follow the below procedure to configure the settings.

BB Configure settings for connecting to the network such as setting of the IP address of this machine.

= For details on configuring the setting, refer to page 1-3.

B3 Configuring the basic settings for the TWAIN scan.

= For details on configuring the setting, refer to page 2-25.

® Configuring the basic settings for the TWAIN scan

On the computer on the network, configure settings necessary for controlling this machine.

BB 'n the administrator mode, select [Network] — [SNMP Settingl, then configure the following settings.

Settings
[SNMP]

[UDP Port Setting]

Description

To use the TWAIN Scan function, select [ON] and select the check
box of SNMP version you use.
[ON] is specified by default.

If necessary, change the UDP port number. Normally, you can use
the original port number. [161] is specified by default.

In the administrator mode, select [Network] — [TCP Socket Setting], then configure the following

settings.

Settings
[TCP Socket]

[Port Number]

Description

Select this check box to use the TWAIN Scan function.
[ON] (selected) is specified by default.

If necessary, change the TCP Socket port number. Normally, you
can use the original port number. [59158] is specified by default.
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8. Searching for a destination using the LDAP server

® Overview

When a directory server such as the LDAP server or Active Directory is used for user management,
you can search for a destination (E-mail address or fax number) from the server.

Use SSL to encrypt a communication with the server; you can make communications more securely.
When using the LDAP server to search for a destination, follow the below procedure to configure the
settings.

v To use the LDAP function of the Active Directory server, you must register the DNS server that
synchronizes the Active Directory on this machine before starting the procedure.

v To use the LDAP function of the Active Directory server, you must match the date and time of
this machine to that of Active Directory.

BB Configure settings for connecting to the network such as setting of the IP address of this machine.
= For details on configuring the setting, refer to page 1-3.

Configuring basic settings for the LDAP search.

= For details on configuring the setting, refer to page 2-26.

Set the following options according to your environment.

Purpose Reference

Communicate with the LDAP server using SSL page 2-29

® Configuring basic settings for the LDAP search

Configure settings so that you can search for a destination from the LDAP server. In addition, register
your LDAP server, configure settings for connecting to the LDAP and search method.

BB 'n the administrator mode, select [Network] — [LDAP Setting]l — [LDAP Settingl, then configure
the following settings.

Iltem Description
[Enabling LDAP] Select [ON] to use the LDAP search. [OFF] is specified by default.
[Default Search Re- Select which is to be displayed firstly as the LDAP search result between

sult Display Setting] the fax number and mail address.
This item is available when the optional Fax kit D200FKT is installed.
[E-mail] is specified by default.
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In the administrator mode, select [Network] — [LDAP Setting] — [Setting Up LDAP] — [Edit],
then configure the following settings.

Iltem

[LDAP Server Namel]

[Server Address]

[Port Number]

[Search Basel

[Timeout]

[Max. Search Results]

[Authentication
Method]

[Login Name]

[Password]

[Domain Name]

Description

Enter the registration name of the LDAP server (using up to 32
characters). Use names that the server can easily be searched.

Enter your LDAP server address. Use one of the following formats.
e Example of host name entry: "host.example.com"
e Example of IP address (IPv4) entry : "192.168.1.1"
e Example of IP address (IPv6) entry : "fe80::220:6bff:fe10:2f16"

If necessary, change the LDAP server port number. Normally, you
can use the original port number. [389] is specified by default.

Specify the starting point to search for a destination

(using up to 255 characers). The range from the entered origin
point, including the following tree structure, is searched.
Example of entry : "cn=users,dc=example,dc=com”

If necessary, change the timeout time to limit a communication with
the LDAP server. [60] sec. is specified by default.

Change the maximum number of destinations to be displayed as
search re sults, if necessary. [100] is specified by default.

Select the authentication method to log in to the LDAP server.

Select one appropriate for the authentication method used for your

LDAP server

¢ [anonymous]: [Login Name], [Password], and [Domain Name] can be
omitted.

¢ [GSS-SPNEGOI: Log in to the server using the Kerberos authen—
tication method. Select this option to use Active Directory.

[anonymous] is specified by default.

Log in to the LDAP server, and enter the login name to search for a
destination (using up to 64 characters).

Enter the password of the user name you entered into [Login Name] (using
up to 64 characters excluding "). To enter (change) the password, select
the [Password is changed.] check box, then enter a new password.

Enter the domain name to log in to the LDAP server (using up to 64
characters). If [GSS-SPNEGO] is selected in [Authentication Method],
enter the domain name of Active Directory.
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Iltem Description

[Select Server Au- Select the LDAP server authentication method.
thentication Method] | ¢ [Set Valuel: Use the settings of [Login Namel, [Password], and
[Domain Namel].

o [User Authentication]: Synchronize with user authentication of this
machine. Use the user name and password for the user registered
on this machine as [Log in Name] and [Password].

e [Dynamic Authentication]: The system prompts you to enter the
user name and password at LDAP searching.

[Set Value] is specified by default.

[Use Referral] Select whether or not to use the referral function, if necessary.
Make an appropriate choice to fit the LDAP server environment.
[ON] is specified by default.

[Search Condition Select attributes to be specified when performing the LDAP search.
Attributes] The setting can be switched between [Name] (cn) and [Nickname]
(display Name). [Name] is specified by default.

[Search] Select [ON] to display candidate destinations when entering a part
of the name to search for a destination via the LDAP server.
[OFF] is specified by default.

[Initial Setting for Specify LDAP search conditions.
Search Details]

[Search Attributes Au- | Select this check box to enable the attribute based authentication
thentication] when [Authentication Method] is set to [Simple] and [Select Server
Authentication Method] to [Dynamic Authentication].
If this check box is selected, the user does not need to enter all of the DN
(Distinguished Name) when performing authentication via the LDAP server.
At [Search Attribute], enter the search attribute to be automatically added
before the user name. In normal circumstances, specify "uid" before the
user name, however, depending on your environment, you need to specify
other attribute such as "cn".
[uid] is specified by default.

— Clicking [Check Connection] in [LDAP Server List] enables you to confirm whether you can

connect to the LDAP server according to the registered contents.
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® Using SSL communication

Communication between this machine and the LDAP server is encrypted with SSL.

Configure the setting if your environment requires SSL encryption communication with the LDAP

server. To make SSL communications, enable SSL. In addition, specify how to verify the certificate.
In the administrator mode, select [Network] — [LDAP Setting] — [Setting Up LDAP] — [Edit], then
configure the following settings.

Iltem

[Enable SSL/TLS]

[Port Number (SSL)]

[Certificate Verification
Level Settings]
[Validity Period]

[CNI

[Key Usage]

[Chain]

[Expiration Date
Confirmation]

Description

Select this check box to use SSL communication.
[OFF] (not selected) is specified by default.

If necessary, change the SSL communication port number.
Normally, you can use the original port number.
[636] is specified by default.

To verify the certificate, select items to be verified.
If you select [Confirm] at each item, the certificate is verified for each item.

Confirm whether the certificate is still valid.
[Confirm] is specified by default.

Confirm whether CN (Common Name) of the certificate matches
the server address. [Do Not Confirm] is specified by default.

Confirm whether the certificate is used according to the intended
purpose approved by the certificate issuer.
[Do Not Confirm] is specified by default.

Confirm whether there is a problem in the certificate chain (certificate
path). The chain is validated by referencing the external certificates
managed on this machine. [Do Not Confirm] is specified by default.

Confirm whether the certificate has expired.

Confirm for expiration of the certificate in the following order.
e OCSP (Online Certificate Status Protocol) service

e CRL (Certificate Revocation List)

[Do Not Confirm] is specified by default.

— In the administrator mode, select [Security]l — [Certificate Verification Settings], then configure
whether to verify the certificate. The certificate is verified by default. For details, refer to page

2-51.
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9. Registering a destination

® Registering an address book

Registering E-mail addresses

E-mail addresses can be registered or edited using Web Connection.

In the administrator mode, select [Store Address] — [Address Book] — [New Registration] — [E-maill,
then click [OK] to configure the following settings.

Settings Description

[No.] Destination registration number.
Select [Use opening number] to automatically assign the smallest
available number. When specifying a number, select [Direct Input],
and enter a value between 1 and 2000.

[Namel Enter the destination name (using up to 24 characters). Assign a
name that helps you easily identify the destination.

[Index] Select a corresponding character so that the destination can be index
searched by registration name.
If the [Main] check box is selected, you can easily specify a destination.

[E-mail Address] Enter the E-mail address as the destination with 320 characters,
excluding spaces.

Registering an FTP destination

An FTP destination can be registered or edited using Web Connection.

In the administrator mode, select [Store Address] — [Address Book] — [New Registration] — [FTP],
then click [OK] to configure the following settings.

Settings Description

[No.] Destination registration number. Select [Use opening number] to au—
tomatically assign the smallest available number. When specifying a
number, select [Direct Input], and enter a value between 1 and 2000.

[Namel Enter the destination name (using up to 24 characters).
Assign a name that helps you easily identify the destination.

[Index] Select a corresponding character so that the destination can be index
searched by registration name.
If the [Main] check box is selected, you can easily specify a destination.
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Settings

[Host Address]

[File Path]

[User ID]

[Password]

[anonymous]

[PASV Model

[Proxy]

[Port No.]

Description

Enter the host name or IP address of the destination FTP server
(using up to 253 characters).

e Example of host name entry: "host.example.com"

e Example of IP address (IPv4) entry: "192.168.1.1"

e Example of IP address (IPv6) entry: "fe80::220:6bff:fe10:2f16"

Enter the name of a destination folder in the FTP server specified in
[Host Address] (using up to 127 bytes).

e Entry example @ "scan”

When specifying a folder in the FTP folder, insert a symbol, "/", between
the folder names.

e Entry example : "scan/document”

When the file path is not specified, only enter the "/".

e Entry example @ "/"

[f authentication is required in the destination FTP server, enter the
available user name to log in (using up to 64 characters).

Enter the password of the user you entered into [User ID] (using up
to 64 characters, excluding ").

When authentication is not required in the destination FTP server,
select [ON]. [OFF] is specified by default.

When the PASV mode is used in your environment, select [ON].
[OFF] is specified by default.

When a proxy server is used in your environment, select [ON].
[OFF] is specified by default.

If necessary, change the port number. Normally, you can use the
original port number. [21] is specified by default.

Registering an SMB destination

SMB addresses can be registered or edited using Web Connection.

In the administrator mode, select [Store Address] — [Address Book] — [New Registration] — [SMB],
then click [OK] to configure the following settings.

Settings
[No.]

Description

Destination registration number. Select [Use opening number]

to automatically assign the smallest available number.

When specifying a number, select [Direct Input], and enter a value
between 1 and 2000.
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Settings

[Name]

[Index]

[Host Address]

[File Path]

[User ID]

[Password]

Description

Enter the destination name (using up to 24 characters).
Assign a name that helps you easily identify the destination.

Select a corresponding character so that the destination can be index
searched by registration name.
If the [Main] check box is selected, you can easily specify a destination.

Enters the destination computer name (host name) or IP address

(up to 253 characters).

e Example of host name entry : "host.example.com”

e Example of IP address (IPv4) entry : "192.168.1.1"

e Example of IP address (IPv6) entry : "fe80::220:6bff:fe10:2f16"

Enter the shared folder name of the computer specified in

[Host Name] (using up to 255 bytes). The shared folder name is
generally referred to as a share name.

e Entry example : "scan"

When specifying a folder in the shared folder, insert a symbol, "\", between
folder names.

e Entry example : "scan\document”

Enter the name of a user who is authorized to access the folder
specified in [File Path] (using up to 64 characters).

Enter the password of the user you entered into [User ID]
(using up to 64 characters, excluding ").

Registering a WebDAYV destination

A WebDAV destination can be registered or edited using Web Connection.

In the administrator mode, select [Store Address] — [Address Book] — [New Registration] — [WebDAV],
then click [OK] to configure the following settings.

Settings
[No.]

[Name]

[Index]

Description

Destination registration number. Select [Use opening number] to au—
tomatically assign the smallest available number. When specifying a
number, select [Direct Input], and enter a value between 1 and 2000.

Enter the destination name (using up to 24 characters).
Assign a name that helps you easily identify the destination.

Select a corresponding character so that the destination can be index
searched by registration name.
If the [Main] check box is selected, you can easily specify a destination.
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Settings

[Host Address]

[File Path]

[User ID]

[Password]

[SSL Settingsl]

[Proxyl]

[Port No.]

Description

Enter the host name or IP address of the destination WebDAV
server (using up to 253 characters).

e Example of host name entry: "host.example.com"

e Example of IP address (IPv4) entry: "192.168.1.1"

e Example of IP address (IPv6) entry: "fe80::220:6bff:fe10:2f16"

Enter the name of a destination folder in the WebDAV server specified
in [Host Address] (using up to 142 bytes).

® Entry example: "scan"

When specifying a folder in the WebDAV folder, insert a symbol, "/",
between the folder names.

o Entry example: "scan/document"

Enter the name of a user who is authorized to access the folder
specified in [File Path] (using up to 64 characters).

Enter the password of the user you entered into [User ID] (using up
to 64 characters, excluding ").

When SSL is used in your environment, select [ON].
[OFF] is specified by default.

When a proxy server is used in your environment, select [ON].
[OFF] is specified by default.

If necessary, change the port number. Normally, you can use the
original port number. [80] is specified by default.

Registering a fax destination
A fax address can be registered or edited using Web Connection.
For details of the fax function, refer to [User's Guide Fax Operations] included in the optional

Mount Kit D200FKTM.
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® Registering a group

A group can be registered or edited using Web Connection.

Multiple one-touch destinations can be grouped and managed as a single group.

In the administrator mode, select [Store Address] — [Group]l — [New Registration] to configure the
following settings.

Settings Description

[Namel Enter the destination name (using up to 24 characters).
Assign a name that helps you easily identify the destination.

[Index] Select a corresponding character so that the destination can be index
searched by registration name. If the [Main] check box is selected,
you can easily specify a destination.

[Scan/Fax Address] Click [Search from List], and select destinations you wish to
include in the regstered group.
You can register up to 500 destinations in a group. You can also
register different types of destinations, such as E-mail address and
fax number, in a group.

[Check Destination] If necessary, click [Check Destination] to check registered address books.

® Registering a program

Registering an E-mail address program

A program can be registered or edited using Web Connection.

A combination of address information and the fax/scan transmission option settings can be registered
in a program. The following describes the E-mail address program.

In the administrator mode, select [Store Address] — [Program] — [Registration] — [E-mail], then click
[OK] to configure the following settings.

Settings Description

[Namel Enter the program name (using up to 24 characters).
Assign a name that helps you easily identify the destination.

[Destination Click [Search from List], and select a destination E-mail address

Information] from the list. Click [Check Destination] to check registered address
books. If you wish to manually enter a destination E-mail address,
select [Direct Input] and enter the address. Only one destination
can be specified.

[Basic Settingl/ Configure the scan transmission option settings.
[Application Setting] For details, refer to page 2-38.
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Registering an FTP address program
A program can be registered or edited using Web Connection.

A combination of address information and the fax/scan transmission option settings can be

registered in a program. The following describes the FTP address program.
In the administrator mode, select [Store Address] — [Program] — [Registration] — [FTP], then click
[OK] to configure the following settings.

Settings

[Name]

[Destination
Information]

[Basic Settingl/
[Application Setting]

Description

Enter the program name (using up to 24 characters).

Assign a name that helps you easily identify the destination.

Click [Search from List], and select a destination FTP address
from the list. Click [Check Destination] to check registered address
books. If you wish to manually enter a destination FTP address,
select [Direct Input] and enter the address.

[Host Address]: Select the [Please check to enter host name.]
check box, and enter the host name or IP address of a destination
FTP server (using up to 253 characters).

[File Path]: Enter the name of a destination folder in the FTP
server specified in [Host Address] (using up to 127 bytes).

[User ID]: Enter the available user name to log in (using up to 64
characters) if authentication is required in the destination FTP
server.

[Password]: Enter the password of the user you entered into
[User ID] (using up to 64 characters excluding ").

[anonymous]: When authentication is not required in the destination
FTP server, select [ON].

[PASV Model: When the PASV mode is used in your environment,
select [ON].

[Proxyl: When a proxy server is used in your environment, select [ON].
[Port No.]: If necessary, change the port number. Normally, you
can use the original port number.

Only one destination can be specified.

Configure the scan transmission option settings.

For details, refer to page 2-38.
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Registering an SMB program

A program can be registered or edited using Web Connection.

A combination of address information and the fax/scan transmission option settings can be registered
in a program. The following describes the SMB program.

In the administrator mode, select [Store Address] — [Program] — [Registration] — [SMBI, then click
[OK] to configure the following settings.

Settings Description

[Namel Enter the program name (using up to 24 characters).
Assign a name that helps you easily identify the destination.

[Destination Click [Search from List], and select a destination SMB from the list.
Information] Click [Check Destination] to check registered address books.
If you wish to manually enter a destination SMB, select [Direct Input]
and enter the address.
¢ [Host Address]: Select the [Please check to enter host name.] check
box, and enter the computer name (host name) or IP address as a
destination (using up to 253 characters).
¢ [File Path]: Enter the name of a share folder name in the computer
specified in [Host Address] (using up to 255 bytes). The shared
folder name is generally referred to as a share name.
e [User ID]: Enter the name of a user who is authorized to access
the folder specified in [File Path] (using up to 64 characters).
o [Password]: Enter the password of the user you entered into
[User ID] (using up to 64 characters excluding ").
Only one destination can be specified.

[Basic Settingl/ Configure the scan transmission option settings.
[Application Setting] For details, refer to page 2-38.
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Registering a WebDAV program

A program can be registered or edited using Web Connection.
A combination of address information and the fax/scan transmission option settings can be registered

in a program. The following describes the WebDAV address program.
In the administrator mode, select [Store Address] — [Program] — [Registration] — [WebDAV], then
click [OK] to configure the following settings.

Settings

[Name]

[Destination
Information]

[Basic Settingl/
[Application Setting]

Description

Enter the program name (using up to 24 characters).
Assign a name that helps you easily identify the destination.

Click [Search from List], and select a destination WebDAV from the
list. Click [Check Destination] to check registered address books.

If you wish to manually enter a destination WebDAV, select [Direct
Input] and enter the address.

[Host Address]: Select the [Please check to enter host name.] check
box, and enter the host name or IP address of a destination WebDAV
server (using up to 253 characters).

[File Path]: Enter the name of a destination folder in the WebDAV
server specified in [Host Address] (using up to 142 bytes).

[User ID]: Enter the name of a user who is authorized to access
the folder specified in [File Path] (using up to 64 characters).
[Password]: Enter the password of the user you entered into
[User ID] (using up to 64 characters excluding ").

[SSL Settings]: When SSL is used in your environment, select [ON].
[Proxyl: When a proxy server is used in your environment, select [ON].
[Port No.]: If necessary, change the port number. Normally, you
can use the original port number.

Only one destination can be specified.

Configure the scan transmission option settings.

For details, refer to page 2-38.
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Registering a fax address program
A program can be registered or edited using Web Connection.

For details of the fax function, refer to [User's Guide Fax Functions] included in the optional
Mount Kit D200FKTM.

Registering a group program

A program can be registered or edited using Web Connection.

A combination of address information and the fax/scan transmission option settings can be registered
in a program. The following describes the group program.

In the administrator mode, select [Store Address] — [Program] — [Registration] — [Groupl, then click
[OK] to configure the following settings.

Settings Description

[Namel Enter the program name (using up to 24 characters).
Assign a name that helps you easily identify the destination.

[Destination Click [Search from List], and select a destination group from the
Information] list. Click [Check Destination] to check registered group.
[Basic Settingl/ Configure the scan transmission option settings.

[Application Setting] For details, refer to page 2-38.

Configure the fax/scan transmission option settings.

A combination of address information and the fax/scan transmission option settings can be registered
in a program. The following describes details on the option settings.
In [Basic settingl, configure the basic option settings for the fax/scan mode.

— For details of the fax function, refer to [User's Guide Fax Functions] included in the optional
Mount Kit D200FKTM.

Settings Description

[Fax Resolution] / Set a resolution to scan the original.

[Scan Resolution] [Finel / [200 e 200] is specified by default.

[File Typel Select the file type used for saving the scanned data.

The available file types are PDF, TIFF, JPEG, XPS, and other types.
We recommend that an important original is converted to a PDF file
that can be encrypted. [PDF] is specified by default.

[File Namel If necessary, change the file name of the scanned original.
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Settings

[Page Setting]

[Subject]

[File Attachment
Setting]

[Simplex/Duplex]

[Original Typel

[Color]

[Separate Scan]

[Density]

Description

Select a filing page unit when an original consists of multiple pages.

¢ [Multi Page]: Used to convert all pages to a single file. However, if
[File Typel is set to [UPEGI], you cannot select [Multi Page].

¢ [Page Separation]: Used to convert the specified number of pages
as a single file.

[Multi Pagel is specified by default.

Click [Subject List], or select a fixed phrase used as the E-mail

subject. If you select [Not Specified], the subject specified by default will
be inserted. When necessary, it can be changed before transmission.
[Not Specified] is specified by default.

You can select the E-mail attachment method when [Page Setting] is
set to [Page Separation].

¢ [All Files Sent as one (1) E-maill: Attaches all files to one E-mail.
¢ [One (1) File per E-maill: Sends one E-mail for each file.

[All Files Sent as one (1) E-mail] is specified by default.

Select whether or not to scan the front and back sides of an original
automatcally. You can only scan a single side of the first page and
both sides of the remaining pages automatically.

o [1-Sided]: Scan a single side of original.

e [2-Sided]: Scan both sides of the original.

[1-Sided] is specified by default.

Select the setting appropriate for the contents of the original, and
scan the original with the optimum image quality.
[Text Printed Photol is specified by default.

Select a color mode for scanning originals.

There are four color modes: [Auto] to scan based on the original color,
[Full Color], [Grayscale]l and [Black and White]. [Auto] is specified by
default.

When there are too many original sheets that cannot be loaded into
the ADF at the same time, if you load them in several batches and
handle them as one job, select [ON].

You can also scan the original using both ADF and Original Glass.
[OFF] is specified by default.

Adjust the density (Dark or Light) to scan the original.
[0(Standard)] is specified by default.
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Settings

[Background Removall

[Sharpness]

[Scan Size]

Description

Adjust the density of the background area when printing originals with
colored background (newspaper, recycled paper, etc.) or originals that
are so thin that text or images on the back would be scanned.

o [Bleed Removall: Select this option to prevent a back-side bleeding
when printing a 2-sided original that is so thin that the contents of
the back side would be scanned.

¢ [Discoloration Adjust]: Select this option to scan an original with
the colored background such as a map.

[Bleed Removal] is specified by default.

Sharpen the edges of images to improve legibility. Smoothen the rough
contours of images or sharpen blurred images. [0] is specified by default.

Select the size of the original to be scanned.
[Auto] is specified by default.

In [Application Setting], configure the application option settings for the fax/scan mode.

Settings

[E-mail Notification]

[Original Direction]

[2-Sided Binding
Direction]

[Special Original]

Description

Send an E-mail, which contains a destination where to save original
data, to a specified E-mail address after SMB transmission, FTP
transmission or WebDAV transmission has been completed.

Click [Search from List], and select a destination E-mail address
from the list. You can also enter an E-mail address manually. [OFF]
(not selected) is specified by default.

When scanning a double-sided original, you can specify the original
loading di rection so that the vertical direction is set correctly after
scanning. [Topl is specified by default.

Select the biding position of original when scanning both sides of
the original. [Autol is specified by default.

Select the original type when scanning a special original.

¢ [Same Width] / [Different Width]: Even for an original with pages of
different sizes, by using ADF, you can scan data while detecting the
size for each page.

¢ [Long Originall: Load the long original which cannot be placed on the
Original Glass and larger in the feeding direction than the full standard
size (11x17 or A3 size) on the ADF. There is no need of entering the
original size in advance but ADF will detect the size automatically.

[Not Specified] is specified by default.
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10, Employing MFP authentication

® Overview

Users of this machine can be restricted by the authentication function (MFP authentication) of this ma—
chine. Authentication information of users are managed internally by this machine.

Employing the user authentication enables security- and cost-conscious advanced operations such as
restricting users from accessing this machine, restricting users from using the functions by user, and
managing the use status of this machine.

® Configuring basic settings for the user authentication

Enable user authentication. In addition, register the user on this machine.

BB n the administrator mode, select [User Auth/Account Track]l — [General Settingsl,
then configure the following settings.

Settings Description
[User Authentication] | Select [ON (MFP)] to employ the MFP authentication.

[Public User Accessl] Select whether or not to permit that public users (unregistered users)
to use this machine.

¢ [ON (With Login)]: Allows that public users to use this machine. To
permit a public user to use this machine, select [Public Login] on
the login screen. To log in this machine, press the Select key, or
press the Access key.

o [Allow (Without Login)]: A public user can use this machine without
logging in to this machine. Using this option, you do not need to
log in to this machine even when there are many public users.

o [Restrict]: Restricts public users from using this machine.

[Restrict] is specified by default.

[When Number of Sets the maximum number of sheets that each account can print. Here,
Jobs Reach select an operation if the number of sheets exceeds the maximum
Maximum] number of sheets that can be printed.
o [Skip Job]: Stops the job currently running, and starts printing the
next job.

o [Stop Job]: Stops all jobs.
[Skip Job] is specified by default.
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B3 'n the administrator mode, select [User Auth/Account Track] — [User Authentication Setting] —
[User Registration] — [New Registration], then register a user.

Settings
[No.]

[User Name]

[E-mail Address]
[User Passwordl/[Re

type User Password]

[Function
Permission]

[Max. Allowance Set]

Description

User registration number. Select [Use opening number] to automatically
assign the smallest available number.

When you want to specify a number, select [Input directly] and then
enter a number.

Enter the user name to log in to this machine (using up to 64 characters).

If necessary, enter the E-mail address of the user
(using up to 320 characters, excluding spaces).

Enter the password to log in to this machine
(using up to 64 characters, excluding ").

Restrict functions available to users.

e [Copy]l: Select whether or not to allow use of the copy function.
[Full Color/Black] is specified by default.

¢ [Scan]: Select whether to allow use of the scan function. [Full
Color/Black] is specified by default.

o [Fax]: Select whether to allow use of the fax functions. [Full Color/
Black] is specified by default.

o [Print]: Select whether to allow printing of the print function. [Full
Color/Black] is specified by default.

Set the maximum number of pages that can be printed.

e [Total Allowance]: To manage the upper limit according to a total
number of copies in color, and black and white, select the [Totall
check box, then enter the maximum allowance.

¢ [Individual Allowance]: To manage the upper limit according to the
number of copies in color, and black and white individually, select
the item to be controlled, then enter the maximum allowance.

— If you click [Continue Registration] after registering a user, you can register another user

successively without going back to the user list screen.

— If you select [Stop Job] at [Temporarily stop use], you can temporarily disable the registered user.

— |If the user authentication and account track functions are synchronized, [Account Name] is

displayed.At [Account Name], you can specify the account name of the user.
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11, Employing account track

® Overview

Installing account track enables you to collectively manage multiple users on an account basis. Account
authentication information is managed internally by this machine.

A password can be set by account to restrict users from using this machine. Also, this function allows
you to restrict available functions or manage the use status of this machine by account.

You can use a combination of user authentication and account track to manage each user for each
department. You can log in to this machine only by entering the user name. There is no need to specify

the account.

Configuring basic account track settings

Enable the account track function. Also register the account.

BB n the administrator mode, select [User Auth/Account Track] — [General Settingsl, then configure

the following settings.

Iltem

[Account Track]

[Account Track Input
Method]

[Synchronize User
Authentication and
Account Track]

[User Counter]

Description

Select [ON] to employ the account track function.
[OFF] is specified by default.

Select an account authentication method. This setting is required
when you only use the account track function.
[Account Name & Password] is specified by default.

When using user authentication and account track in conjunction,

specify whether to synchronize user authentication and account track.

¢ [Synchronize]: Select this option when the user and account is in
one-to-one relation. If you specify the department of a user when
registering him/her, you can log in as the account only by logging in
as the user.

¢ [Do Not Synchronize]: Select this option when the user joins multiple
accounts. To log in to this machine, enter the user name, then specify
the account.

¢ [Synchronize by User]: Enables the user to select whether to synchronize
the user authentication and account authentication.

[Synchronizel is specified by default.

When using user authentication and account track in conjunction, enter the
number of counters to be assigned to the user. Up to 1000 counters can
be assigned to the user and account collectively. For example, if you as—
sign 950 user counters, you can assign up to 50 account track counters.
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Iltem Description

[When Number of Sets the maximum number of sheets that each account can print. Here,
Jobs Reach Maximum] | select an operation if the number of sheets exceeds the maximum
number of sheets that can be printed.
e [Skip Job]: Stops the job currently running, and starts printing
the next job.
¢ [Stop Job]: Stops all jobs.
[Skip Job] is specified by default.

In the administrator mode, select [User Auth/Account Track] — [Account Track Settings] — [New
Registration], then register an account.

Settings Description

[No.] Account registration number. Select [Use opening number] to au—
tomatically assign the smallest available number. When you want to
specify a number, select [Input directly] and then enter a number.

[Account Name] Enter the account name to log in to this machine (using up to eight
characters, excluding spaces and ").
This entry is required if you have selected [Account Name & Password]
at [Account Track Input Method] in Step 1.

[User Password]l/[Re | Enter the password to log in to this machine (using up to 64 characters,
type User Password] | excluding ").

[Function Permission] | Restricts functions available to the account if necessary.

¢ [Copyl: Select whether or not to allow use of the copy function.
[Full Color/Black] is specified by default.

¢ [Scanl: Select whether to allow use of the scan function. [Full
Color/Black] is specified by default.

¢ [Fax]: Select whether to allow use of the fax functions. [Full Color/
Black] is specified by default.

¢ [Print]: Select whether to allow printing of the print function. [Full
Color/Black] is specified by default.

[Max. Allowance Set] | Sets the maximum number of pages the account can print.

o [Total Allowance]l To manage the upper limit according to a total
number of copies in color, and black and white, select the [Totall
check box, then enter the maximum allowance.

¢ [Individual Allowance]: To manage the upper limit according to the
number of copies in color, and black and white individually, select
the item to be controlled, then enter the maximum allowance.
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— If you click [Continue Registration] after registering an account, you can register another
account successively without going back to the account list screen.

— If you select [Stop Job] at [Temporarily stop usel, you can temporarily disable the registered

account.
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12, Using the certificate of this machine

® Creating a certificate for this machine to communicate via SSL

Overview

Communication between this machine and the computer can be encrypted with SSL to enhance security.
is machine is used for the SSL communication between the machine and the computer. As a certificate
was registered on this machine upon shipment, you can only enable SSL/TLS on the machine to start the
SSL encrypted communication immediately after setup.

The following shows how to use the certificate on this machine.

Usage Description

Using the certificate The certificate that was registered on this machine upon shipment
registered upon can be used as it is.
shipment

Using a self-created Create a certificate with this machine.

certificate The Certificate Authority (CA) is not required, and the certificate can
be used simply after entering necessary information to create it.
For details, refer to page 2-47.

Using a certificate Create certificate signing request data on this machine, and request
issued by the the trusted Certificate Authority (CA) for issuing a certificate for the
Certificate Authority machine. When the data is returned from the Certificate Authority after
(CA) review, register the data with this machine.

For details, refer to page 2-48.

Use certificate registered upon shipment.

Select the login mode to enable the SSL communication. Also select the SSL encryption strength.
In the administrator mode, select [Security] — [PKI Settings] — [SSL Setting], then configure the
following settings.

Settings Description

[Mode using SSL/TLS] | Select a mode to perform SSL communication.
e [Admin. Model: Perform communication using SSL only in the
administrator mode.
¢ [Admin. Mode and User Mode]: Perform communication using SSL in
both administrator mode and user mode.
o [Nonel: Not to perform communication using SSL.
[Nonel] is specified by default.

2-46



Configuring the Operating Environment of This Machine

Settings

[Encryption Strengthl]

[SSL/TLS Version]

Description

Select the SSL encryption strength. Select it according to your envi—
ronment. [AES-256, 3DES-168, RC4-128] is specified by default.

Select the version of the SSL to be used.
Select the file according to your environment.

Self-creating a certificate
Create a certificate with this machine. The Certificate Authority (CA) is not required, and the certificate

can be used simply after entering necessary information to create it.

BB | the administrator mode, select [Security] — [PKI Settings] — [Device Certificate Setting] — [New
Registration] — [Create and install a self-signed Certificate.], and enter information required for
creating a certificate, then click [OK]. The certificate is created and installed on this machine. It may

take a several minutes to create a certificate.

Settings
[Common Name]

[Organization]

[Organization Unit]

[Locality]
[State/Province]

[Country]

[Admin. E-mail
Address]

[Validity Start Date]

Description
Displays the IP address of this machine.

Enter the organization or association name (using up to 63 ASCII
characters).

Enter the organization unit name (using up to 63 ASCII characters).
You can also specify a null.

Enter the locality name (using up to 127 ASCII characters).
Enter the state or province name (using up to 127 ASCII characters).

Enter the country name. For the country name, specify a country code
defined in 1ISO03166 (using 2 ASCII characters).

United States : US, Great Britain: GB, Italy : IT, Australia : AU,

The Netherlands : NL, Canada : CA, Spain : ES, Czech Republic : CZ,
China : CN, Denmark : DK, Germany : DE, Japan : JP, France : FR,
Belgium : BE, Russia : RU

Enter the E-mail address of the administrator of this machine (using
up to 128 characters, excluding spaces).

If the E-mail address of the administrator was already registered from
[System Settings] — [Machine Setting] in the administrator mode, this
field displays the registered E-mail address.

Displays the starting date of the certificate validity period.
Displays the date and time of this machine when this screen is displayed.
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Settings

[Validity Period]

[Encryption Key Type]

Description

Enter the validity period of a certificate with the number of days that
have elapsed since the starting date.

Select the type of an encryption key.

When the certificate has been installed, enable SSL communication.

= For details, refer to page 1-25.

Requesting CA for a certificate issuance

Create certificate signing request data on this machine, and request the trusted Certificate Authority
(CA) for issuing a certificate for the machine. When the data is returned from the Certificate Authority
after review, register the data with this machine.

BB '~ the administrator mode, select [Security] — [PKI Settings] — [Device Certificate Setting] —
[New Registration] — [Request a Certificate], and enter information required for issuing a certifi—

cate, then click [OK].

A certificate signing request data to be sent to the Certificate Authority (CA) will be created.

Settings
[Common Name]

[Organization]

[Organization Unit]

[Locality]
[State/Province]

[Country]

[Admin. E-mail
Address]

Description
Displays the IP address of this machine.

Enter the organization or association name (using up to 63 ASCII
characters).

Enter the organization unit name (using up to 63 ASCI| characters).
You can also specify a null.

Enter the locality name (using up to 127 ASCII characters).
Enter the state or province name (using up to 127 ASCII characters).

Enter the country name. For the country name, specify a country
code defined in ISO03166 (using 2 ASCII characters).

United States : US, Great Britain: GB, ltaly : IT, Australia : AU,
The Netherlands : NL, Canada: CA, Spain: ES,

Czech Republic : CZ, China : CN, Denmark : DK, Germany : DE,
Japan : JP, France : FR, Belgium : BE, Russia : RU

Enter the E-mail address of the administrator of this machine (using
up to 128 characters, excluding spaces).

If the E-mail address of the administrator was already registered from
[System Settings] — [Machine Setting] in the administrator mode, this
field displays the registered E-mail address.
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Settings Description

[Encryption Key Type] | Select the type of an encryption key.

B3 Click [Savel.
= Click this button to save certificate signing request data in your computer as a file.

Send the certificate signing request data to the Certificate Authority.
When the data is returned from the Certificate Authority after review, register the data with this machine.

A In the administrator mode, select [Security] — [PKI Settings] — [Device Certificate Setting] —
[Setting] — [Install a Certificate], and paste the text data sent from the Certificate Authority (CA),
and then click [Install].

B When the certificate has been installed, enable SSL communication

= For details, refer to page 1-25.

® Managing the certificates for this machine

Exporting a certificate
A certificate for this machine can be exported. You can export the certificate if you wish to manage
it on the computer or transfer it to other device.

BB n the administrator mode, select [Security] — [PKI Settings] — [Device Certificate Settings] —
[Setting] — [Export Certificate], and enter a password (using up to 32 characters), and click [OK].

= The entered password is required to import the certificate.

A Click [Download].
The certificate for this machine is saved to the computer.

Importing a certificate

The exported certificate can be imported on this machine.

BB n the administrator mode, select [Security] — [PKI Settings] — [Device Certificate Setting] —
[New Registration] — [Import Certificate], then click [Browse] to specify the certificated to be im—
ported.

B3 Enter the password (using up to 32 characters), and click [OK].

= Enter the password specified when exporting the certificate. The import result is displayed.
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Deleting a certificate
A certificate for this machine can be deleted if necessary.

In the administrator mode, select [Security] — [PKI Settings] — [Device Certificate Setting] — [Setting]
— [Remove a Certificate], then click [OK].

— A certificated specified as default cannot be delete. Before deleting it, specify another
certificate as default.
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13, Configuring certificate verification settings

® Verifying certificate for the peers

You can configure the settings for verifying reliability of the certificate (expiration date, CN, key usage, etc.)
for the peers. To check the expiration of certificate, register the URL of the Online Certificate Status Protocol

(OCSP) service.

In the administrator mode, select [Security] — [Certificate Verification Settingsl], then configure the following

settings.

ltem

[Certificate
Verification Settings]

[Timeout]

[OCSP Service]

[Proxy Settingsl]

[Proxy Server
Address]

[Proxy Server
Port Number]

[User Namel]

[Password]

Description

Select [ON] to verify reliability of the certificate for peer.
[ON] is specified by default.

Change the time-out time of certificate expiration confirmation if
necessary. [30] sec. is specified by default.

Using the Online Certificate Status Protocol (OCSP) enables you to
check on-line whether or not the certificate is expired.

Select this check box to use the OCSP service. Enter the URL of the
OCSP service (using up to 511 characters).

If [URL] is left blank, the URL of the OCSP service embedded in the
certificate will be used.

To confirm the expiration date via a proxy server, register the proxy
server currently used.

Enter the address of the proxy server you are using. Use one of the
following formats.

e Example of host name entry : "host.example.com”

e Example of IP address (IPv4) entry : "192.168.1.1"

e Example of IP address (IPv6) entry : "fe80::220:6bff:fe10:2f16"

If necessary, change the proxy server port number.
[8080] is specified by default.

Enter the user name to log in to the proxy server
(using up to 63 characters).

Enter the password of the user name you entered into [User Namel]
(using up to 63 characters).

To enter (change) the password, select the [Password is changed.]
check box, then enter a new password.
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Iltem

[Address not
using Proxy
Server]

Description

If necessary, enter the address that does not use the proxy server.
Use one of the following formats.

e Example of host name entry : "host.example.com"

e Example of IP address (IPv4) entry : "192.168.1.1"

e Example of IP address (IPv6) entry : "fe80::220:6bff:fe10:2f16"

® Importing external certificate used for verifying the chain

Types of external certificates that can be imported

Import external certificates used for validating the certificate chain (certificate path) in this machine.

The following certificates can be imported on this machine.

Type

[Trusted CA Root
Certificate]

[Trusted CA
Intermediate Certificate]

[Trusted EE (End
Entity) Certificate]

[Non-Trusted
Certificate]

Description

You must import the certificate of the CA that issued the certificate
in question on this machine in advance, if you wish to validate the
chain of a submitted certificate.

You must import the certificate of the intermediate certificate authority

on this machine in advance, if the submitted certificate is issued by an
intermediate certificate authority.

You must also import the root certificate of the CA, which certifies the

intermediate certificate authority, on this machine in advance.

"Trusted EE" refers to the certificate to be submitted. By importing a
certificate on this machine in advance, the certificate will be identified
as a trusted certificate when it is submitted.

If a certificate is registered as the trusted EE certificate in advance, this
machine will skip validation of the certificate chain when it is submitted
and will recognize it as a trusted certificate.

Register non-trusted certificates on this machine.
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How to import
Import external certificates used for validating the certificate chain (certificate path) in this machine.

BB In the administrator mode, select [Security] — [PKI Settings] — [External Certificate Setting],
then click [New Registration]. ’

= To change certificates to be shown in the list, select a certificate you wish to change, and
click [Changes the display].

= To delete a registered certificate, click [Delete].
A Click [Browse] to specify the certificate to be imported.

Click [OKI.
The import result is displayed.
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Manually Installing the Printer Driver (for Windows)

1. Checking the connection method

® In Windows Vista/7/8/8.1/Server 2008/Server 2008 R2/Server 2012/Server2012 R2

The installation method for the printer driver differs depending on the method used to connect this

machine to the computer. When this machine is connected to the network, there are several printing

protocols. The installation method for the printer driver also differs depending on the protocol.

Installation method = Connection method

Connection
method in which
setup is possible
using Add Printer
Wizard

Connection
method in which
plug and play
based setup is
possible

LPR

Port 9100

IPP/IPPS

Web service print

USB

UsSB

A network connection using the LPR (Line Printer
Remote) print service. It uses a TCP/IP protocol and
the LPR printing port.

e For the installation procedure, refer to page 3-4.

A network connection using the PORT9100 print
service. It uses a TCP/IP protocol and the RAW
printing port.

e For the installation procedure, refer to page 3-4.

A network connection using the IPP (Internet Printing
Protocol) print service. Printing can be carried out via the
Internet using the HTTP (HyperText Transfer Protocol) of
the TCP/IP protocol.

IPPS is an IPP for SSL encrypted communication.

e For the installation procedure, refer to page 3-14.

It is a connection corresponding to Web service
function of Windows Vista and later operating sys—
tems and capable of automatically detecting the
printer on the network.

e For the installation procedure, refer to page 3-19.

A connection using a USB port.

A connection using a USB port.
e For the installation procedure, refer to page 3-21.
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® In Windows Server 2003

The installation method for the printer driver differs depending on the method used to connect this
machine to the computer. When this machine is connected to the network, there are several printing
protocols. The installation method for the printer driver also differs depending on the protocol.

Setup procedures = Connection method

Connection LPR A network connection using the LPR (Line Printer
method in which Remote) print service. It uses a TCP/IP protocol and
setup is possible the LPR printing port.
using Add Printer e For the installation procedure, refer to page 3-4.
Wizard

2 Port 9100 A network connection using the PORT9100 print

service. It uses a TCP/IP protocol and the RAW
printing port.
e For the installation procedure, refer to page 3-4.

IPP/IPPS A network connection using the IPP (Internet Printing
Protocol) print service. Printing can be carried out via
the Internet using the HTTP (HyperText Transfer Proto
col) of the TCP/IP protocol.

IPPS is an IPP for SSL encrypted communication.

e For the installation procedure, refer to page 3-14.

USB A connection using a USB port.
Connection USB A connection using a USB port.
method in which e For the installation procedure, refer to page 3-21.

plug and play
based setup is
possible




Manually Installing the Printer Driver (for Windows)

2. Using LPR/Port9100 connection for installation

Operations required to use this function (for administrators)
Configure the LPR/Port 9100 operating environment.

e When using port 9100:
Make sure that the RAW port number has been set. (In normal circumstances, you can use the
default settings.) For details on how to configure the settings, refer to page 1-36.

e When using the LPR:
Check that LPD is enabled. (In normal circumstances, you can use the default settings.) For
details on how to configure the settings, refer to page 1-36.

® Installing the printer driver by automatically detecting the printer

In Windows 8/8.1/Server 2012/Server 2012 R2

You can install the printer driver by automatically detecting the printer on the network or by creating
a new port.

v Administrator privileges are required to perform this task.

v Since the printer is searched for during the installation, be sure to connect this machine to the
network before turning it on.

BB nsert the printer driver CD-ROM into the CD-ROM drive of the computer.

3 Display the printer window.

— In Windows 8.1, click the [®] on the Start window, then click [Control Panel] — [Hardware
and Sound] — [View devices and printers].

= |In Windows 8, right-click the Start window, then click [All apps] — [Control Panel]l — [Hardware
and Sound] — [View devices and printers].

= In Windows Server 2012/Server 2012 R2, open the Start window, then click [Control Panel] —
[Hardware] — [View devices and printers].
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Select Add a printer.

@ - ¢t @« Hardware and Sound » Devices and Printers

Add a device Add a printer

4 Devices (4)

BN

Dell QuietKey FRY4TBX Loo7 USB Optical
Keyboard Mouse

4 Printers (2)

~d

The [Add Printer] wizard appears.

8 Select this machine from the list, then click [Next].
= |f no printers are detected, restart this machine.
= Use the IP address to confirm the printer that you want to connect to.

= |t may take some time to finish searching the entire list of printers.

e =
Searching for available printers...
Printer Name Address
P in
- n \\uoos Serverl 1
C — 1L s

< The printer that | want isn't listed

Cone

Click [Have Disk].

A Click [Browsel.

Select the folder on the CD—ROM containing the desired printer driver, then click [Open].

= Select the folder according to the printer driver, operating system, and language to be used.
Selectable printer drivers: PCL driver, PS driver, and XPS driver
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B3 Click [OKI.
The [Printers] list appears.

EB Click [Nextl.

Follow the on-screen instructions to carry out operations.

= |f the [User Account Control] window appears, click [Continue] or [Yes].
BB Click [Finishl.

A After finishing the installation, make sure that the icon for the installed printer is displayed in the
[Devices and Printers] window.

Remove the CD-ROM from the CD-ROM drive.
Installation of the printer driver is then completed.

In Windows Vista/7/Server 2008/Server 2008 R2

You can install the printer driver by automatically detecting the printer on the network or by creating
a new port. The procedure for installing the printer driver by automatically detecting the printer on
the network is as follows :

v Administrator privileges are required to perform this task.

v Since the printer is searched for during the installation, be sure to connect this machine to the
network before turning it on.

BB nsert the printer driver CD-ROM into the CD-ROM drive of the computer.

3 Display the printer window.

= In Windows 7/Server 2008 R2, open the Start menu, then click [Devices and Printers].
If[Devices and Printers] is not displayed, select [Control Panel]l — [Hardware and Sound],
and click [View devices and printers]. When [Control Panell is displayed in an icon view,
double-click [Devices and Printers].

= |n Windows Vista/Server 2008, click the Start menu, and select [Control Panel] — [Hardware and
Sound] — [Printers]. When [Control Panel] is displayed in Classic View, double-click [Printers].
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Select Add a printer.

-

%ﬂ@ » Control Panel » Hardwareand Sound » Devices and Printers » ~[+]

Add a device | Add a printer |

4 Devices
Generic Non-PnP USB Device Wheel Mouse
Manitor Optical

4 Printers and Faxes

& o

Microsoft XPS
Document Writer

The [Add Printer] wizard appears.

A Click [Add a network, wireless or Bluetooth printer].
Connected printers are detected.
B Select your machine from the list, then click [Next].
= |If no printers are detected, restart this machine.
= Use the IP address to confirm the printer that you want to connect to.

= It may take some time to finish searching the entire list of printers.

P

=)
@ % Add Printer
Select a printer
Printer Name Address
= fix00x Server /|

- = Search sgain

< The printer that Iwant isn't listed

Gt
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A Click [Have Diskl].
Click [Browsel.

) Sclect the folder on the CD-ROM containing the desired printer driver, then click [Open].
= Select the folder according to the printer driver, operating system, and language to be used.

Selectable printer drivers: PCL driver, PS driver, and XPS driver

2 Click [OKI.
The [Printers] list appears.

Click [Nextl.

B Follow the on-screen instructions to carry out operations.

= |f the [User Account Controll window appears, click [Continue] or [Yes].
A Click [Finishl.

After finishing the installation, make sure that the icon for the installed printer is displayed in the
[Printers] or [Devices and Printers] window.

@ Remove the CD-ROM from the CD-ROM drive.
Installation of the printer driver is then completed.

® Installing the printer driver by creating a new port

In Windows 8/8.1/Server 2012/Server 2012 R2

The procedure for installing the printer driver by creating a new port is as follows:
v Administrator privileges are required to perform this task.

v Since the printer is searched for during the installation, be sure to connect this machine to the
network before turning it on.

BB /nsert the printer driver CD-ROM into the CD-ROM drive of the computer.

A Display the printer window.

— In Windows 8.1, click the [®] on the Start window, then click [Control Panell — [Hardware
and Sound] — [View devices and printers].

= In Windows 8, right—click the Start window, then click [All apps] — [Control Panel] — [Hard-
ware and Sound] — [View devices and printers].

= In Windows Server 2012/Server 2012 R2, open the Start window, then click [Control Panell —
[Hardware] — [View devices and printers].
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Select Add a printer.

@ - 1 @ <« Hardware and Sound » Devices and Printers
Add a device Add a printer
4 Devices (4)

Dell QuietKey FRY4TEX Loa7 USE Optical
Keyboard Mouse

4 Printers (2)

Py nwj
3 In the window showing the detected printer, click [The printer that | want isn’ t listed].

I Click [Add a local printer or network printer with manual settings].
I3 Click [Create a new port:], then select [Standard TCP/IP Port].

Click [Next].

B} Select [TCP/IP Devicel, then enter the IP address.
KB Click [Next].

Click [Have Disk].

§iB Click [Browsel.

Select the folder on the CD—ROM containing the desired printer driver, then click [Open].

= Select the folder according to the printer driver, operating system, and language to be used.
Selectable printer drivers: PCL driver, PS driver, and XPS driver

Click [OK].
The [Printers] list appears.

i Click [Next].

Follow the on—screen instructions to carry out operations.

= the [User Account Control] window appears, click [Continue] or [Yes].

i3 Click [Finish].
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After finishing the installation, make sure that the icon for the installed printer is displayed in the
[Devices and Printers] window.

B} Remove the CD-ROM from the CD-ROM drive.
Installation of the printer driver is then completed.

In Windows Vista/7/Server 2008/Server 2008 R2

The procedure for installing the printer driver by creating a new port is as follows:
v Administrator privileges are required to perform this task.

v Since the printer is searched for during the installation, be sure to connect this machine to the
network before turning it on.

BB /nsert the printer driver CD-ROM into the CD-ROM drive of the computer.

A Display the printer window.

= In Windows 7/Server 2008 R2, open the Start menu, then click [Devices and Printers]. If [Devices
and Printers] is not displayed, select [Control Panel] — [Hardware and Sound], and click [View
devices and printers]. When [Control Panel] is displayed in an icon view, double-click [Devices and
Printers].

= In Windows Vista/Server 2008, click the Start menu, and select [Control Panel] — [Hardware and-
Sound] — [Printers]. When [Control Panel] is displayed in Classic View, double-click [Printers].

Select Add a printer.

-

o
Qu |@ » Control Panel » Hardware and Sound » Devices and Printers » - |£,|
Add a device | Add a printer |
4 Devices
Generic Non-PnP USB Device Wheel Mouse
Monitor Optical

4 Printers and Faxes

Microsoft XPS
Document Writer

The [Add Printer] wizard appears.

8 Click [Add a local printer].
The [Choose a printer port] dialog box appears.
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A Click [Create a new port:], then select [Standard TCP/IP Port].
3 Click [Next].
Select [TCP/IP Devicel, then enter the IP address.

B Click [Next].

= |f the [Additional Port Information Required] or [More Port Information Required] dialog box appears,
go to Step ED.

= |f the [Install the printer driver] dialog box appears, go to Step B.
BB Select [Custom], and then click [Settings].

Change the settings according to the port, and then click [OK].

= For an LPR connection, select the [LPR] check box, then enter “Print” in [Queue Name:].
You must discriminate between upper and lower case letters when entering it.

= For the Port 9100 connection, select the [Raw] check box, then enter a RAW port number
([9100] by default) in [Port Number:].

= |f both LPR and Port9100 are enabled on this machine, the printer driver is connected to this
machine using LPR.

BB Click [Next].
The [Install the printer driver] dialog box appears.

A Click [Have Disk].
Click [Browsel

A Select the folder on the CD—ROM containing the desired printer driver, then click [Open].

= Select the folder according to the printer driver, operating system, and language to be used.
Selectable printer drivers: PCL driver, PS driver, and XPS driver

3 cClick [OKI.
The [Printers] list appears.

I3 Click [Next]

Follow the on—screen instructions to carry out operations.

= |f the [User Account Control] window appears, click [Continue] or [Yes].
B} Click [Finishl.

BB After finishing the installation, make sure that the icon for the installed printer is displayed in the
[Printers] or [Devices and Printers] window.
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F® Remove the CD-ROM from the CD-ROM drive.
Installation of the printer driver is then completed.

In Windows Server 2003

v Administrator privileges are required to perform this task.

BB /nsert the printer driver CD-ROM into the CD-ROM drive of the computer.

From the Start menu, click [Printers and Faxes].
= |f [Printers and Faxes] is not displayed, select [Control Panel] — [Printers and Other Hardware]

— [Printers and Faxes] from the Start menu.

Double click [Add Printer].
[Add Printer Wizard] appears.

8 Click [Next >].

A Sclect [Local printer attached to this computer], then click [Next >1.
— Clear the [Automatically detect and install my Plug and Play printer] check box. The [Select a
Printer Port] page appears.

I3 Click [Create a new port:], then select [Standard TCP/IP Port] as the [Type of port:].

Click [Next >].
[Add Standard TCP/IP Printer Port Wizard] starts.

B} Click [Next >].

EJB n the [Printer Name or IP Address:] box, enter the IP address for the machine, and then click [Next >].
= |f the [Additional Port Information Required] window appears, go to Step {.

= |f the [Finish] screen appears, go to Step 8.
Select the [Custom] check box, then click [Settings:].

BB Change the settings according to the port, and then click [OK].

= For an LPR connection, select the [LPR] check box, then enter “Print” in [Queue Name:].
You must discriminate between upper and lower case letters when entering it.

= For the Port 9100 connection, select the [Raw] check box, then enter a RAW port number
([9100] by default) in [Port Number:].

A Click [Next >].

Click [Finish].
[Add Printer Wizard] appears.
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A Click [Have Diskl.
8 Click [Browsel.

I Select the folder on the CD—ROM containing the desired printer driver, then click [Open].

= Select the folder according to the printer driver, operating system, and language to be used.
Selectable printer drivers: PCL driver and PS driver

Click [OK].
The [Printers] list appears.

68 Click [Next >].

ED Follow the on—screen instructions to carry out operations.

= To use a network connection, perform a test print after the network settings have been configured.
E® Click [Finish].

HD After finishing the installation, make sure that the icon for the installed printer is displayed in the
[Printers and Faxes] window.

PA Remove the CD—ROM from the CD—ROM drive.
Installation of the printer driver is then completed.
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3. Using IPP connection for installation

® Operations required to use this function (for administrators)

Configure the IPP operating environment.
For details on how to configure the settings, refer to page 1-54.

— You can enhance security by encrypting communication between the computer and this machine with
SSL when IPP printing is carried out on this machine (IPPS printing). To use SSL communications, a cer—
tificate must be registered in advance. For details on how to configure the settings, refer to page 2-46.

® In Windows 8/8_1/Server 2012/Server 2012 R2

v Administrator privileges are required to perform this task.

BB (nsert the printer driver CD-ROM into the CD-ROM drive of the computer.

A Display the printer window.

— In Windows 8.1, click the [®)] on the Start window, then click [Control Panel] — [Hardware and
Sound] — [View devices and printers].

= In Windows 8, right—click the Start window, then click [All apps] — [Control Panel] — [Hardware and
Sound] — [View devices and printers].

= In Windows Server 2012/Server 2012 R2, open the Start window, then click [Control Panel] —
[Hardware] — [View devices and printers].

Select Add a printer.

@ - 4 @ << Hardware and Sound » Devices and Printers
Add a device Add a printer
4 Devices (4)

Dell QuietKey FRY4TEX L997 USE Optical
Keyboard Mouse

4 Printers (2)

~ ] L/
The [Add Printer] wizard appears.
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3 n the window showing the detected printer, click [The printer that | want isn’ t listed].
I In [Select a shared printer by name], enter the URL for the machine in the following format, then
click [Next].

= http://<IP address of this machine>/ipp
Example: http://192.168.1.20/ipp

= When specifying to use IPPS printing, enter “https://[host name].[domain name]/ipp”. For
[host name].[domain name], specify the host name and domain name registered for the
DNS server being used.

= |f the certificate for the machine is not the one issued by the certifying authority, you must
register the certificate for the machine on the Windows 8/8.1/Server 2012/Server 2012 R2
system as the certificate by “Trusted Root Certification Authorities” for the computer ac—
count.

= When registering the certificate in the machine, check that the certificate shows [host name].
[domain name] as the common name.

I3 Click [Have Disk].
Click [Browsel.

B} Select the folder on the CD—ROM containing the desired printer driver, then click [Open].

= Select the folder according to the printer driver, operating system, and language to be used.
Selectable printer drivers: PCL driver, PS driver, and XPS driver

K2 Click [OK].
The [Printers] list appears.

Click [Next].

i Follow the on—screen instructions to carry out operations.

= |f the [User Account Control]l window appears, click [Continue] or [Yes].
A Click [Finishl.

After finishing the installation, make sure that the icon for the installed printer is displayed in the
[Devices and Printers] window.

A Remove the CD—ROM from the CD—ROM drive.
Installation of the printer driver is then completed.
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® In Windows Vista/7/Server 2008/Server 2008 R2

v Administrator privileges are required to perform this task.

BB /nsert the printer driver CD-ROM into the CD-ROM drive of the computer.

A Display the printer window.

= In Windows 7/Server 2008 R2, open the Start menu, then click [Devices and Printers]. If [Devices
and Printers] is not displayed, select [Control Panel]l — [Hardware and Sound], and click [View
devices and printers]. When [Control Panel] is displayed in an icon view, double—click [Devices
and Printers].

= In Windows Vista/Server 2008, click the Start menu, and select [Control Panel]l — [Hardware and
Sound] — [Printers]. When [Control Panel] is displayed in Classic View, double—click [Printers].

Select Add a printer.

—~ S
uu |E',?, » Control Panel » Hardware and Sound » Devices and Printers » - |£,|

Add a device | Add a printer I

4 Devices

A

Generic Non-PnP USB Device Wheel Mouse
Monitor Optical

4 Printers and Faxes

Microsoft XPS
Document Writer

The [Add Printer] wizard appears.

3 Click [Add a network, wireless or Bluetooth printerl].
Connected printers are detected.

I n the window showing the detected printer, click [The printer that | want isn’ t listed].
I3 (n [Select a shared printer by namel, enter the URL for the machine in the following format, then

click[Next].

= http://<IP address of this machine>/ipp
Example : http://192.168.1.20/ipp

= When specifying to use IPPS printing, enter “https://[host namel.[domain namel/ipp”. For
[host name].[domain namel, specify the host name and domain name registered for the DNS
server being used.
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= |f the certificate for the machine is not the one issued by the certifying authority, you must
register the certificate for the machine on the Windows Vista/7/Server 2008/Server 2008 R2
system as the certificate by “Trusted Root Certification Authorities” for the computer account.

= When registering the certificate in the machine, check that the certificate shows [host name].
[domain name] as the common name.

Click [Have Disk].
B} Click [Browsel].

ED Seclect the folder on the CD—ROM containing the desired printer driver, then click [Open].

= Select the folder according to the printer driver, operating system, and language to be used.
Selectable printer drivers: PCL driver, PS driver, and XPS driver

Click [OKI.
The [Printers] list appears.

E Click [OK].

A Follow the on—screen instructions to carry out operations.

= |f the [User Account Control] window appears, click [Continue] or [Yes].
Click [Finish].

i After finishing the installation, make sure that the icon for the installed printer is displayed in the
[Printers] or [Devices and Printers] window.

@ Remove the CD—ROM from the CD—ROM drive.
Installation of the printer driver is then completed. Once the settings for the printer have been
configured, you can use the printer in the same way as a general local printer.

® In Windows Server 2003
v Administrator privileges are required to perform this task.

BB nsert the printer driver CD—ROM into the CD—ROM drive of the computer.

A From the Start menu, click [Printers and Faxes].

= |f [Printers and Faxes] is not displayed, select [Control Panel]l — [Printers and Other Hardware]
— [Printers and Faxes] from the Start menu.

Double click [Add Printer].
[Add Printer Wizard] appears.

A Click [Next >].
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A n the [Local or Network Printer] page,
select [A network printer, or a printer attached to another computer], then click [Next >].

I3 In the [Specify a Printer] page,
select [Connect to a printer on the Internet or on a home or office network:].

In [URL:], enter the URL for the machine in the following format, then click [Next >].

= http://<IP address of this machine>/ipp
Example : http://192.168.1.20/ipp

= When specifying to use IPPS printing, enter “https://[IP address for the machinel/ipp”.

= |f a confirmation dialog box appears after clicking [Next >], click [OK].
B} Click [Have Disk].
K2 Click [Browsel].

Select the folder on the CD-ROM containing the desired printer driver, then click [Open].

= Select the folder according to the printer driver, operating system, and language to be used.
Selectable printer drivers: PCL driver and PS driver

B Click [OKI.
The [Printers] list appears.

A Click [OKI.
Follow the on-screen instructions to carry out operations.
i3 Click [Finishl.

i@ After finishing the installation, make sure that the icon for the installed printer is displayed in the
[Printers and Faxes] window.

A Remove the CD-ROM from the CD-ROM drive.
Installation of the printer driver is then completed. Once the settings for the printer have been
configured, you can use the printer in the same way as a general local printer.
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4. Using the Web service connection for installation

® Web service

The Web service function automatically detects devices on the network and installs the necessary
printer drivers.

If you are using Windows Vista/7/8/8.1/Server 2008/Server 2008 R2/Server 2012/Server 2012 R2, the
printer on the network that support the Web service print function can be detected and installed.

® Operations required to use this function (for administrators)

Configure the Web service operating environment.
For details on how to configure the settings, refer to page 2-21.

® Installation methods

v Administrator privileges are required to perform this task.

v To install a different printer driver on the computer where one has already been installed, you
must uninstall the whole package of the currently installed printer driver.

BB nstall the printer driver for this machine.
= For details, refer to [User’ s Guide Print Operations]. The printer driver can be installed in any
port.
B3 Turn on the power of the machine while it is connected to the network.

In [Network and Sharing Center] on the computer, check that [Network Discovery] is enabled.

3 Open the [Network] window.

= In Windows 8/8.1/Server 2012/Server 2012 R2, open [Control Panell, select the [Network and
Internet] category, then click [View network computers and devices].

= |n Windows 7/Server 2008 R2, open [Computer] and click [Network]. If [Network] is not displayed,
click the [Network and Internet] category on [Control Panell, then click [View network computers
and devices].

= |n Windows Vista/Server 2008, open the Start menu, and click [Network]. Connected computers
and devices are detected.

I Select the device name of the machine, then click [Install] on the toolbar.

= In Windows 8/8.1/Server 2012/Server 2012 R2, click [Network] — [Add devices and printers] on
the toolbar. In the displayed window, select the device name of this machine, then click [Next].
The printer driver for this machine is detected and the machine is ready to print.
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A After finishing the installation, make sure that the icon for the installed printer is displayed in the
[Printers] or [Devices and Printers] window.

— |If the printer driver is not correctly installed, the driver must be updated using [Update Driver].
For details, refer to page 3-16.

3-20



Manually Installing the Printer Driver (for Windows)

5. Using USB connection for installation

® In Windows Vista/7/8/8.1/Server 2008/Server 2008 R2/Server 2012/Server2012 R2

To connect this machine using the USB port in Windows Vista/7/8/8.1/Server 2008/Server 2008 R2/Server
2012/Server 2012 R2, first install the printer driver and then associate it with this machine through plug and
play.

v The XPS driver does not support USB connection.

v In Windows 7/8/8.1/Server 2008 R2/Server 2012/Server 2012 R2, the installation disk cannot be
specified after the connection has been established. Install the printer driver in advance.

v In Windows Vista/Server 2008, you can continue the task and specify the printer driver installation
disk to install the printer driver if it is not installed in advance.

v Administrator privileges are required to perform this task.
BB (nstall the printer driver for this machine.
= For details, refer to [User’ s Guide Print Operations].
A Connect this machine to the computer using a USB cable.

Turn on the power of this machine.
The printer driver for this machine is detected and the machine is ready to print.
= |f the printer driver is not detected, restart this machine.

3 After finishing the installation, make sure that the icon for the installed printer is displayed in the
[Printers] or [Devices and Printers] window.

— If the printer driver is not correctly installed, the driver must be updated using [Update Driver].
For details, refer to page 3-16.
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® In Windows Server 2003

v Administrator privileges are required to perform this task.

BB Connect this machine to the computer using a USB cable, and then start the computer.
B Insert the printer driver CD-ROM into the CD-ROM drive of the computer.

Turn on the power of this machine.
[The [Found New Hardware Wizard] dialog box appears.

= |f the [Found New Hardware Wizard] dialog box does not appear, restart this machine.

= |f a page with a message saying “Windows connect to Windows Update” appears, select
[No, not this time].

A Select [Install from a list or specific location (Advanced)], then click [Next >].

A Under [Search for the best driver in these locations.], select [Include this location in the
search:], then click [Browse].

I3 Select the folder on the CD-ROM containing the desired printer driver, then click [OK].

= Select the folder according to the printer driver, operating system, and language to be used.
Selectable printer drivers: PCL driver and PS driver

Click [Next >1, and perform the procedure by following the on-screen instructions.
B} Click [Finishl.

B After finishing the installation, make sure that the icon for the installed printer is displayed in the
[Printers and Faxes] window.

Remove the CD-ROM from the CD-ROM drive.
Installation of the printer driver is then completed.
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® Updating the printer driver

In Windows 7/8/8.1/Server 2008 R2/Server 2012/Server 2012 R2, if this machine is connected without
the printer driver having first been installed, the printer driver will not be correctly identified. If the printer
driver is not correctly identified, the driver must be updated using [Update Driver].

BB Display the printer window.

= |n Windows 8.1, click the [®)] on the Start window, then click [Control Panel] — [Hardware
and Sound] — [View devices and printers].

= |n Windows 8, right—click the Start window, then click [All apps] — [Control Panel]l — [Hard-
ware and Sound] — [View devices and printers].
When [Control Panel] is displayed in an icon view, double—click [Devices and Printers].

= |In Windows Server 2012/Server 2012 R2, open the Start window, then click [Control Panel] —
[Hardware] — [View devices and printers].
When [Control Panell is displayed in an icon view, double—click [Devices and Printers].

= |n Windows 7/Server 2008 R2, open the Start menu, then click [Devices and Printers]. If
[Devices and Printers] is not displayed, select [Control Panell — [Hardware and Sound], and
click [View devices and printers].
When [Control Panel] is displayed in an icon view, double—click [Devices and Printers].

A Right—click the device name of the machine that is under [Unspecified] and then click [Properties].

= |f [Unknown Device] appears instead of the device name of the machine, right—click to remove
the device, and install the printer driver.

In the [Hardware] tab, click [Properties].
A |n the [General] tab, click [Change Settings].
A |n the [Driver] tab, click [Update Driver].

A 'n the page in which to select how to search the driver software, click [Browse my computer for
driver software anyway].

Click [Browsel.

B} Select the folder on the CD—ROM containing the desired printer driver, then click [OK].

= Select the folder according to the printer driver, operating system, and language to be used.
Selectable printer drivers: PCL driver and PS driver

K2 Click [Next].
Follow the on—screen instructions to carry out operations.

BB Click [Closel.
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After finishing the installation, make sure that the icon for the installed printer is displayed in the
[Devices and Printers] window.

Remove the CD-ROM from the CD-ROM drive.
This completes the update of the printer driver.

3-24



Manually Installing the Printer Driver (for Windows)

6. Manually uninstalling the printer driver

If the printer driver was installed without using the installer, manually uninstall the printer driver.

BB Display the printer window.

= |n Windows 8.1, click the [®)] on the Start window, then click [Control Panel] — [Hardware
and Sound] — [View devices and printers].

= |n Windows 8, right—click the Start window, then click [All apps] — [Control Panel]l — [Hard-
ware and Sound] — [View devices and printers].

= In Windows Server 2012/Server 2012 R2, open the Start window, then click [Control Panel] —
[Hardware] — [View devices and printers].

= In Windows 7/Server 2008 R2, open the Start menu, then click [Devices and Printers]. If
[Devices and Printers] is not displayed, select [Control Panel] — [Hardware and Sound], and
click [View devices and printers].

= |n Windows Vista/Server 2008, click the Start menu, and select [Control Panel]l — [Hardware and
Sound] — [Printers]. When [Control Panel] is displayed in Classic View, double—click [Printers].

= In Windows Server 2003, click the Start menu, then select [Printers and Faxes]. If [Printers and
Faxes] is not displayed, select [Control Panell — [Printers and Other Hardware] — [Printers
and Faxes]. When [Control Panel] is displayed in Classic View, double—click [Printers].

Click the icon of the printer driver to be uninstalled.

Uninstall the printer driver.

= In Windows 7/8/8.1/Server 2008 R2/Server 2012/Server 2012 R2, click [Remove device] on
the tool bar.

= |n Windows Vista/Server 2003/Server 2008, press the [Delete] key on the computer keyboard.
A From then on, follow the on—screen instructions to carry out operations.
When the printer driver ha been uninstalled, the icon disappears from the window.

B Open [Server Properties].

= In Windows 7/8/8.1/Server 2008 R2/Server 2012/Server 2012 R2, select a different printer,
and click [Print Server Properties] on the toolbar.

= |In Windows Vista/Server 2008, right—click on the area that has nothing displayed in the
[Printers] window, click [Run as administrator] — [Server Properties].

= |In Windows Server 2003, click the [File] menu, then [Server Properties].

= |f the [User Account Controll window appears, click [Continue] or [Yes].

I3 Click the [Driver] tab.
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From the [Installed printer drivers:] list, select the printer driver to be uninstalled, then click [Remove].
= In Windows Vista/7/8/8.1/Server 2008/Server 2008 R2/Server 2012/Server 2012 R2, go to Step B).
= In Windows Server 2003, go to Step B3

B} Select [Remove driver and driver package.] in the dialog box for confirming to remove the
target, then click [OK].

KB 'n the dialog box for confirming if you are sure to remove the printer, click [Yes].

= |f you are using Windows Vista/7/8/8.1/Server 2008/Server 2008 R2/Server 2012/Server 2012
R2, the dialog box appears to reconfirm if you are sure. Click [Uninstall].

Close the open windows, and then restart the computer.
= Be sure to restart the computer.

Uninstallation of the printer driver is then completed.

— In Windows Server 2003, if the printer driver is deleted in the above procedure,
the model information files remain in the computer. For this reason, when reinstalling the same
version of the printer driver, the driver may not be rewritten. In this case, remove the following
files as well.

e Check the “C:\WINDOWS\system32\spool\drivers\w32e86" folder (“C:\WINDOWS\system32\
spool\drivers\e64” folder in the e64 system), and if there is a folder of the corresponding model,
remove it. However, if multiple drivers are installed including the PCL Sindoh driver, PostScript
Sindoh driver and fax driver, the model information of all drivers is deleted. To leave drivers other
than the fax driver, do not remove the folder.

e From the “C:\WINDOWS\Inf” folder, remove “oem=.inf” and “oem#*.PNF” (“x” included in
the file name indicates a number, which differs depending on the computer
environment) .Before removing these files, open the inf file, and then check the model
name described on the last few lines to confirm it is the file for the corresponding model.
The number of the PNF file is the same as that of the inf file.

e When you have deleted a file using [Remove driver and driver package.] in Windows
Vista/7/8/8.1/Server 2008/Server 2008 R2/Server 2012/Server 2012 R2, this operation is
not required.
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Adding a Printer Using LPR/IPP Connection (Mac OS Environment)

1. Using LPR connection

® Operations required to use this function (for administrators)

Configure the LPR operating environment.
For details on how to configure the settings, refer to page 1-38.

® InMac OS X 104 and later

In Mac OS X 10.4 and later, use the following procedure to add a printer using an LPR connection :

BB Sclect [System Preferences] in the Apple menu.
B3 Click the [Network] icon.

The Ethernet setting window appears.
= |In Mac OS X 10.5 and later, select [Ethernet], then click [Advanced].

= |In Mac OS X 10.4, select [Built—-in Ethernet], then click [Configure].
A Click the [TCP/IP] tab.

B Configure the settings including the IP address and subnet mask according to the settings of
the network to which the computer is connected.

A Click the close button at the top left corner of the window.

= When the [Apply configuration changes] message appears, click [Applyl. Then, add the
printer to the computer.

Select [System Preferences] in the Apple menu.
X Click the [Print & Fax] icon.

EJB Click [+] on the lower left of the screen.

= |n Mac OS X 10.7/10.8/10.9, select [Add Other Printer or Scanner] or [Add Printer or Scanner]
in the list that is displayed by clicking [+].

Click [IP] or [IP Printer].

BB '~ [Protocol:], select [Line Printer Daemon - LPD].
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In [Address:], enter the IP address for the machine.
The printer driver for the machine specified with the IP address is displayed in [Print Using:].

= When the printer driver is displayed, go to Step .

= When the printer driver is not correctly displayed, go to Step .

‘N0 =)
Protocol: [ Line Printer Daemon - LPD H
Address: |192.168.1.20 =

Valid and complete address.
Queue: ‘ H

Leave blank for default queue.

Name: 192.168.1.20 |

Location: | |

Print Using: | Himm) memm—— s - |

4

Manually select the printer driver.

= |In Mac OS X 10.9, select [Select Software] in [Print Using:], then click the driver of the desired
printer from the list that is displayed in another window.

= In Mac OS X 10.6/10.7/10.8, select [Select Printer Software] from [Print Using:], then click
the driver of the desired printer from the list that is displayed in another window.

= In Mac OS X 10.5, select [Select a driver to use] in [Print Using:], then click the driver of the
desired printer from the list.

= |n Mac OS X 10.4, select [Sindoh] in [Print Using:], and then click the driver of the desired
printer from the list.

A Click [Add].
Addition of the printer is then completed.
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® InMacOS X103

In Mac OS X 10.3, use the following procedure to add a printer using an LPR connection:

BB Seclect [System Preferences] in the Apple menu.
A Click the [Network] icon.

From [Showl], select [Built-in Ethernet].

A Click the [TCP/IP] tab.

B Select the [Settings:] item and configure the settings including the IP address and subnet mask
according to the settings for the network to which the computer is connected.

A Click the close button at the top left corner of the window.

= When the [Apply configuration changes Imessage appears, click [Applyl. Then, add the
printer to the computer.

From [Macintosh HD] (hard disk of the system) — [Applications] — [Utilities], double—click
[Printer Setup Utility] or [Print Center] to open it.

B3 When the [You have no printers available.] window appears, click [Add]. When the Printer List
appears, click [Add].

= |f available printers have already been specified, the [You have no printers available.] window
does not appear.

ED Select [IP Printing] as the connection method.
In [Printer Type:], select [LPD/LPR].

BB n [Printer Address:], enter the IP address for the machine.
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In [Printer Model:], select [Sindohl, then click the driver of the desired printer from the modelist.

CIP Printing )
Printer Type: { LPD/LPR ﬁ
Printer Address: 192.168.1.20 B
Complete and valid address.
Queue Name: | | S

Leave blank for default queue

Printer Model: [ 0 00 |

(el A8

Click [Add].
Addition of the printer is then completed.
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2. Using IPP connection

® Operations required to use this function (for administrators)

Configure the IPP operating environment.
For details on how to configure the settings, refer to page 1-54.

® InMac OS X 104 and later

In Mac OS X 10.4 and later, use the following procedure to add a printer with an IPP connection:

BB Sclect [System Preferences] in the Apple menu.
B3 Click the [Network] icon.

The Ethernet setting window appears.
= |In Mac OS X 10.5 and later, select [Ethernet], then click [Advanced].

= |In Mac OS X 10.4, select [Built—-in Ethernet], then click [Configure].
A Click the [TCP/IP] tab.

B Configure the settings including the IP address and subnet mask according to the settings of
the network to which the computer is connected.

A Click the close button at the top left corner of the window.

= When the [Apply configuration changes] message appears, click [Applyl. Then, add the
printer to the computer.

Select [System Preferences] in the Apple menu.
X Click the [Print & Fax] icon.

EJB Click [+] on the lower left of the screen.

= |In Mac OS X 10.7/10.8/10.9, select [Add Other Printer or Scanner] or [Add Printer or Scanner]
in the list that is displayed by clicking [+].

Click [IP] or [IP Printer].

BB I~ [Protocol:], select [Internet Printing Protocol-1PP].
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In [Address:], enter the IP address for the machine. In [Queue:], enter “ipp”.
IThe printer driver for the machine specified with the IP address is displayed in [Print Using:].

= When the printer driver is displayed, go to Step .

= When the printer driver is not correctly displayed, go to Step .

806 =
Protocol: [ Internet Printing Protocol - IPP H
Address: |192.168.1.20 =

Valid and complete address.
Queue: ipp =

Leave blank for default queue.

Name:| H tEm Em |

Location: | |

Print Using: [~ memm—m—— - |

4

Manually select the printer driver.

= In Mac OS X 10.9, select [Select Software] in [Print Using:], then click the driver of the desired
printer from the list that is displayed in another window.

= In Mac OS X 10.6/10.7/10.8, select [Select Printer Software] from [Print Using:1, then click
the driver of the desired printer from the list that is displayed in another window.

= In Mac OS X 10.5, select [Select a driver to use] in [Print Using:], then click the driver of the
desired printer from the list.

= In Mac OS X 10.4, select [Sindoh] in [Print Using:], and then click the driver of the desired
printer from the list.

i Click [Add].
Addition of the printer is then completed.
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® InMacOS X103

In Mac OS X 10.3, use the following procedure to add a printer with IPP connection:

BB Sclect [System Preferences] in the Apple menu.
A Click the [Network] icon.

From [Showl], select [Built-in Ethernet].

3 Click the [TCP/IP] tab.

I Select the [Settings:] item and configure the settings including the IP address and subnet mask
according to the settings for the network to which the computer is connected.

A Click the close button at the top left corner of the window.
= When the [Apply configuration changes Imessage appears, click [Applyl. Then, add the

printer to the computer.

Select [Macintosh HD] (hard disk of the system) — [Applications] — [Utilities], then double-click
[Printer Setup Utility] to open the dialog box.

3 When the [You have no printers available.] window appears, click [Add]. When the Printer List
appears, click [Add].

= |f available printers have already been specified, the [You have no printers available.] window
does not appear.

EB Select [IP Printing] as the connection method.
In [Printer Type:], select [Internet Printing Protocol-IPP].

BB n [Printer Address:], enter the IP address for the machine.

— Leave [Queue Name:] blank.
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In [Printer Model:], select [Sindoh], then click the driver of the desired printer from the model list.

" IP Printing F
Printer Type: [ Intermet Printing Protocol H
Printer Address: 1592.168.1.20 B
Complete and valid address.
Queue Name: B

Leave blank for default queue

Printer Model: [_ | o me H

Canet) Ao

Click [Add].
Addition of the printer is then completed.
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Printing in the Linux Environment

1. System environment requirements

Before installing the printer driver, check the following operating environment.

Iltem Specifications

Operating system Red Hat Enterprise Linux 4/5/6 Desktop
SUSE Linux Enterprise Desktop 9/10/11
Red Hat Enterprise Linux 4/5/6 server
SUSE Linux Enterprise Server 9/10/11

CPU Any processor of the same or higher specifications as recommended
for your operating system.

Memory Memory capacity as recommended for your operating system.

Drive CD-ROM drive

— The following describes the operation procedure using Red Hat Enterprise Linux 5, as an

example.
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2. Preparation for printing

® Adding the printer

v Before installing the printer driver, exit all application software.

v Root authority is required to add a printer.

BB Connect this machine to the computer via USB or network.

= |f a dialog box to specify the printer driver appears when you use USB to connect this machine,
click [Cancell to close the dialog box.

Insert the printer driver CD-ROM into the CD-ROM drive of the computer.
From the [System] menu, select [Administration] — [Printing].
I3 Click [New Printer].

B Enter the [Printer namel, [Description], and [Location], and click [Forward].
The printer is automatically detected in the device column.

I3 Select the connection method.
= When USB is used, select “Name of this machine USB #1” in the device column.

= When connecting via network, select this machine that was automatically detected in the
device column.

= |f this machine is not displayed in the device column, select the port according to the connection
method. [AppSocket/HP jetDirect], [Internet Printing Protocol (ipp)], or [LPD/LPR Host or Printer]

Click [Forward].
B} Select [Provide PPD file].

EJ Click the folder icon, and specify the PPD file on the CD—ROM.

= You can obtain the PPD file of the various languages in the “Drivers/LinuxPPD/<language>”
folder. Select the PPD file suitable for your language.

Click [Forwardl].
§iB Click [Applyl.

A Remove the CD-ROM from the CD-ROM drive.
Installation of the printer driver is then completed.




Printing in the Linux Environment

® Manually adding the printer driver

Manually installing the PPD file
v Before installing the printer driver, exit all application software.

v Root authority is required to install the printer driver.
BB nsert the printer driver CD-ROM into the CD-ROM drive of the computer.

A From the CD-ROM, copy the PPD file to “/usr/share/cups/model”.

= You can obtain the PPD file of the various languages in the “Drivers/LinuxPPD/<language>”
folder. Select the PPD file suitable for your language.

From the main menu, select [Application] — [Accessories] — [Terminall.

A Restart CUPS.

= Enter “/etc/init.d/cups restart”, and press the Enter key.
B Exit the [Terminall.

I3 Remove the CD-ROM from the CD-ROM drive.
Installation of the printer driver is then completed. Continue to “Adding a printer from CUPS
Administration Web Page”.

Adding a printer from CUPS Administration Web Page
v Root authority is required to install the printer driver.

BB Connect this machine to the computer via USB or network.

= |f a dialog box to specify the printer driver appears when you use USB to connect this machine,
click [Cancel] to close the dialog box.

B3 Start the Web browser.

Enter “http://localhost:631” in the URL field.
The CUPS Administration Web page appears.

A Click [Add Printer].
A Enter the [Namel, [Location], and [Description], then click [Continuel.

A Select the connection method in the device list, then click [Continue].

= When the TCP/IP connection is used: Select [AppSocket/HP jetDirect], [Internet Printing
Protocol (ipp)], or [LPD/LPR Host or Printer].

= When the USB connection is used: Select [USB Printer #1], then go to Step B3.

5-4
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Enter the device URI in the following format, then click [Continuel.

= socket://(printer name or IP address of this machine): (port number) Example of IP address entry:
socket://192.168.1.190:9100
Example of printer name entry: socket://Hostname:9100
(You can use IP address as a substitute for printer name. Also, you can omit the port number.)

B3 'n the manufacturer column, select [Sindohl, then click [Continue].

= You can obtain the PPD file of the various languages in the “Drivers/LinuxPPD/<language>”
folder.Select the PPD file suitable for your language.

ED Select this machine in the model column, then click [Add Printer].

To use the administrator privileges, enter the user name and password, then click [OK].

® Configuring the default settings of the printer driver

When you use this machine for the first time, properly configure the printer driver so that it contains
information such as the options installed on this machine. If necessary, you can change the default
print settings of the printer driver.

— The name and display order of the settings vary depending on your operating system, its
version, or the CUPS version.

— The following describes the print functions unique to this machine.
BB Start the Web browser.
A Enter “http://localhost:631” in the URL field.
Click [Manage Printer].

8 Click [Set Printer Options].
The printer drive setup page appears.
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[Installable Options]

ltem Description

[Model] Select the model of this machine. [D202] is specified by default.

[microSD] Select if the microSD has been installed on this machine. [None] is
specified by default.

— You cannot use the optional functions unless the name of this machine and installed options

are specified. If any option is installed, be sure to specify it.

[General Options]

Iltem

Description

[Collate]

When printing multiple sets of copies, select whether or not to output
sets of copies one by one.
[On] is specified by default.

[Paper Trayl]

Select the paper tray for the printing paper.

[Paper Typel

Select the paper type used for printing.

[Paper Size]

Select the size of paper for printing.

[Finishing Options]

ltem

Description

[Binding Position]

Select the binding position.
[Left Bind] is specified by default.

[Print Typel

Select the print sides of paper.
[2-Sided] is specified by default.

[Front Coverl]

Select whether or not to print with a front cover inserted.
[Off] is specified by default.

[Front Cover Trayl]

Select the paper tray for the paper to be inserted as a front cover.
[Off] is specified by default.

[Back Cover]

Select whether or not to print with a back cover inserted.
[Off] is specified by default.
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Iltem

[Back Cover Tray]

[Output Method]

[Select Color]

[Color Setting]

[Color Matching]

[Pure Black]

[Screen (Text)]

[Screen (Photo/

Graphic)]

[RGB Color]

[Destination Profile]

[Simulation Profile]

[Match Paper Color]

[CMYK Gray
Treatment]

[Toner Savel

Description

Select the paper tray for the paper to be inserted as a back cover.
[Off] is specified by default.

Select the method to use to print the original from this machine.
[Print] is specified by default.

Select colors for printing.
[Auto Color] is specified by default.

Select the optimum color setting mode for the original.
[Document] is specified by default.

Select this option to adjust the color quality of the original.
[Auto] is specified by default.

Select whether or not to only using the black toner for printing the
gray area of the original.
[Auto] is specified by default.

Select whether to use screening for the texts in the original.
[Auto] is specified by default.

Select whether to use screening for the photos or graphs in the
original. [Autol] is specified by default.

Specify the color space of the input RGB for the printer.
[SRGB] is specified by default.

Specify the output profile for the printer.
[Auto] is specified by default.

Select the simulation profile of the input CMYK for this machine.
[Nonel] is specified by default.

Select whether or not to suit the background of paper for printing
when carrying out a simulation.
[Off] is specified by default.

Specify the printing method of plate K in the CMYK input data for
simulation. [Composite Black] is specified by default.

Select whether or not to adjust the printing density in order to save
the amount of toner consumed.
[Off] is specified by default.
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3. Printing procedure

The following describes the printing procedure using OpenOffice in Red Hat Enterprise Linux 5.

v The contents of the print dialog and print setting dialog vary depending on the application.

v The following steps and operations may vary depending on the version of your operating system.
BB Open data of the original using the application software. From the [File] menu, select [Print].

B3 Specify the printer that you want to use for printing.

Click [Print].
Printing is executed.




Direct Input Screen

Machine Model Notice to the User

This Machine is a Business (A—grade)
electromagnetic conformity machine,
and the seller and the

o A-grade Machine

(Business Broadcasting & ) ) .
Communication Equipment) user should pay attention to this point.

The Machine is aimed at being used
in the area out of home.

This Machine is a Home (B—grade)

« B-grade Machine electromagnetic conformity machine,

(Home B(oat_jcating & and is aimed at being mainly used at
Communication Equipment)

home, but it can be used in all areas.

_
% This Product is applied to the A-grade Machine.
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